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Managing Mobile Devices in ServiceNow:

Executive Summary

ServiceNow has become the system of record for IT operations, yet corporate mobile devices remain
largely outside its native view. Unlike laptops and servers, mobile devices are not found by ServiceNow
Discovery; their data must be fed in from external EMM, enrollment platform, telecom carrier, and
logistics systems, or manual import files, none of which synchronize with the CMDB on their own. The
result is stale configuration data, orphaned service lines, manual reconciliation, and compliance
exposure.

This paper evaluates the three tiers of mobile device management available on the Now Platform:

Base Asset Management included with ITSM, the paid HAM Pro module, and Samsung SDS Zero Touch
Mobility (ZTM), a certified Store application built natively on the platform. It examines what each tier
delivers, where the boundaries fall, and how fleet size and operational complexity should drive the
decision.

The central conclusion is that the three tiers form a maturity progression rather than a set of
competing products. For smaller, stable fleets, Base or HAM Pro is usually the appropriate choice.
Where mobile is operationally critical, churn is high, or the fleet spans multiple EMMs, carriers, and
regions, ZTM'’s mobile-specific orchestration and continuous reconciliation deliver value that data
synchronization alone cannot. Device count is a useful starting point, but operational complexity and
the strategic importance of mobility are the stronger indicators of fit.
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SECTION |

Introduction: The Mobile Blind Spot in ServiceNow

ServiceNow is increasingly the system of record for IT operations. Incidents, changes, assets, and the
configuration items that underpin them all converge on a single platform. That consolidation is exactly
what makes the remaining gaps so visible, and for most organizations, mobile devices are one of the
largest.

Corporate mobile fleets span EMM platforms, enterprise enrollment platforms, telecom carrier

systems, and logistics providers with critical lifecycle data existing outside ServiceNow’s native data
model. The root of the problem is structural: unlike laptops and servers, mobile devices are not found

by ServiceNow Discovery. There is no agent to scan them, so their data must be fed in from an external
EMM or UEM acting as the system of record, leaving ServiceNow wholly dependent on a third-party
feed. A device changes carrier plan in a carrier portal. It migrates between EMM tenants during an
acquisition. It is retired without ever being unenrolled. None of these events flow back to the CMDB on
their own. The result is familiar to any asset manager: stale Cl records, orphaned service lines that keep
billing, manual spreadsheet reconciliation, and situations where a change in one system fails to trigger
the right action in another.

This paper is intended for ServiceNow practitioners, the platform owners and IT and service asset
managers responsible for closing that gap. It sets out what each tier of mobile management on the Now
latform delivers, where the boundaries fall, and when it makes sense to move up. These are cumulative
tiers of capability rather than competing products

SECTION I

A Quick Primer on Enterprise Mobility for ServiceNow Practitioners

Mobility carries its own vocabulary. Three concepts do most of the work, and each maps onto
something you already use on the Now Platform.

« EMM /UEM (Enterprise Mobility Management / Unified Endpoint Management): the system that
enforces policy, pushes applications, and manages security on enrolled mobile devices. Think of it
as the Intune or SCCM equivalent for smartphones and tablets. Examples include Microsoft
Intune, VMware Workspace ONE, Samsung Knox Manage, Jamf Pro, IBM MaaS360, SOTI, and
Ivanti Neurons.

* EEP (Enterprise Enrollment Platform): registers a device’s hardware identity with the OS vendor
so the device auto-enrolls into the correct EMM at first power-on, giving you zero-touch
provisioning for mobile. The three major EEPs are Apple Business Manager (i0S), Knox Mobile
Enroliment (Android), and Google Zero Touch (Android).

e Carrier MACD (Move / Add / Change / Delete): the telecom service-line operations that keep
devices connected, including activating SIMs, changing rate plans, suspending or cancelling
lines, and managing eSIM profiles. Today these typically happen in carrier portals, well outside
ServiceNow.

Why this matters for the CMDB: unless these systems are connected, mobile Cl records drift the

moment a device changes carrier, EMM, or lifecycle state. The CMDB becomes inaccurate at
precisely the point it is needed for audit, compliance, and cost management.
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Figure 1. Without connectors, mobile systems sit outside ServiceNow’s native view.

SECTION llI

The Three Tiers of Mobile Management in ServiceNow

Mobile management on the Now Platform is best understood as a layered architecture. Each tier
builds on the one below it, and the right tier depends on how operationally critical mobile is to your
organization. ServiceNow remains the platform of record at every level.

Tier 1: Base Asset Management

Included with every ServiceNow ITSM license at no additional cost.

Base Asset Management provides the foundational tables and records every asset program needs:
asset records on alm_asset, model records, stockroom creation and management, transfer orders,
purchase orders, and basic CMDB ClI records. For mobile, devices can be recorded as assets, but
there is no mobile-specific Cl class, no EMM or carrier connectivity, and every lifecycle state change
is manual. It suits organizations with very small, stable fleets where basic inventory visibility is enough.
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Tier 2: HAM Pro

A paid ServiceNow module, licensed per resource category.
HAM Pro is ServiceNow's purpose-built hardware asset management module and a strong product
for general hardware governance. It adds the following over Base:

e Hardware normalization via the ServiceNow content library, standardizing manufacturer, model
names, and model numbers across the fleet.

» Prescriptive, out-of-the-box lifecycle flows for request, receive, deploy, refresh, reclaim, dispose,
and RMA.

e The HAM Workspace with dashboards and action items, plus the cmdb_ci_mobile_device ClI class
and a mobile resource category.

e Mobile My Assets and Mobile Asset Receiving, content library lifecycle dates for refresh planning,
and Service Graph Connectors for Intune, Jamf, and SCCM for CMDB population.

e Full contract lifecycle management with renewal alerts and Performance Analytics indicators.

Where HAM Pro stops for mobile

HAM Pro’s Service Graph Connectors sync data into the CMDB, but they do not orchestrate enroliment,
unenrollment, or carrier operations. HAM Pro does not connect to EMM platforms for enroliment actions
or to carriers for service-line operations, and it offers no out-of-the-box logistics or lost-and-stolen
automation. The workflow logic can be built on the platform, but the underlying connectivity, carrier
integration in particular, is a substantial and specialized engineering effort to build and maintain as
vendor APIs evolve.
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Tier 3: Zero Touch Mobility (ZTM)

A Samsung SDS America application, certified on the ServiceNow Store and built natively
on the Now Platform.

ZTM is the orchestration layer for mobile on ServiceNow. It connects the systems that govern a
corporate mobile fleet, including EMM platforms, enroliment platforms, carriers, logistics providers,

and buy-back vendors, and drives them through automated, end-to-end lifecycle workflows from

inside the Now Platform. Where HAM Pro tracks and governs hardware as records, ZTM acts on the
mobile fleet: it provisions, enrolls, migrates, locates, reclaims, and reconciles, turning the CMDB from a
from a system of record into a system of execution for enterprise mobility.

ZTM builds directly on HAM Pro rather than alongside it. Every ZTM subscription includes one HAM
for ZTM license. HAM for ZTM provides the same functionality as HAM Pro with one specific exception:
hardware normalization. HAM Pro delivers normalization through its content library, standardizing
manufacturer and model data across the fleet. ZTM addresses mobile device normalization through

its own engine, sourcing model and device data directly from the connected EMM platforms. Outside
of hardware normalization, HAM for ZTM and HAM Pro are functionally equivalent. ZTM is the right tier
when mobile is a strategic operational priority and the requirement is not just synchronization

between systems, but a unified operational layer that reconciles mobile lifecycle data and

automates action across the ecosystem.

Key capabilities ZTM adds for mobile

* Pre-built, maintained connectors across seven connector types: 7 EMM platforms (Knox
Manage, Intune, Workspace ONE, MaaS360, SOTI, Ivanti, Jamf Pro), 3 EEPs (Apple Business
Manager, Knox Mobile Enrollment, Google Zero Touch), US carriers AT&T and Verizon with
Canadian carrier support, 5 logistics providers (FedEx, UPS, USPS, Purolator, Canada Post),
buy-back partners (Reconext in the US, Evergreen in Canada), and MSP/TEM (Tangoe).

* 12+ purpose-built mobile lifecycle workflows: new device order, device exchange and upgrade,
EMM migration (Corp-to-Corp across all 7 EMMs), lost and stolen handling with recovery-first
logic, device reclamation with buy-back, shared and loaner device management, and repair
request, and BYOD enablement through guided enrollment, profile lifecycle management, and
self-service support workflows.

» CMDB-native data reconciliation engine using IMEI as the join key, continuously reconciling
EMM, EEP, carrier, and CMDB records and surfacing mismatches as trackable tasks.

* Mobility Manager Workspace for fleet oversight, fulfillment, and service line management.
e Adaptive User Portal and the ZTM Virtual Agent (in ServiceNow, Microsoft Teams, and Slack)

for end-user self-service. The portal can also be surfaced inside the customer’s own native
applications through iFrame embedding.
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THREE TIERS, ONE PLATFORM

HAM Pro

Base Asset Management

Figure 2. The three tiers form a cumulative maturity progression on a single platform.

Knox Manage . Intune . WS1.
MaaS360 . SOTI . lvanti . Jamf Pro

Figure 3. Seven maintained connector types, orchestrated inside ServiceNow.
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SECTION IV

Capability Comparison at a Glance

The table below maps the capabilities most relevant to mobile device management across the three
tiers, so the differences between them can be read at a glance. The detail behind each rating is
discussed in the sections above and below.

Base HAM Pro ZTM
Core asset management Hardware asset management Zero-touch mobility - incl. HAM for 7ZTM!
3/16 7116 16/ 16
FULL SUPPORT FULL SUPPORT FULL SUPPORT
L]
Base HAM Pro ZTM
CAPABILITY Core asset management Hardware asset management incl. HAM for ZTM'
Asset records & CMDB © ) ©
Enhanced + continuous MDM sync
Hardware normalization °‘ © .
Content library EMM-sourced engine’
Mobile-specific Cl class , °, ) °
cmdb_ci_mobile_device Inherited

Prescriptive lifecycle workflows . o . o »

Generic hardware + 12 mobile-specific flows
EMM / UEM integration O °

Data sync (Intune, Jamf, SCCM) Full orchestration, 7 EMMs

Auto enrollment / unenroliment ) , o

No EMM integration Zero-touch across 7 EMMs
Carrier integration (MACD) ) © ) )

AT&T, Verizon + Canadian carriers

Mobile service line management

Forward / reverse logistics

No carrier / logistics integration

L))

Service-line object model with
lifecycle alignment across carrier,
EMM, asset, and CMDB

FedEx, UPS, USPS, Purolator,
Canada Post

Lost / stolen workflow Workflow buildable; needs EMM ° )
X X 0OB, recovery-first + lock / wipe
integration
Device reclamation & buy-back 0 o
Manual disposal flow Integrated vendor connectors
CMDB reconciliation engine O ile- ifi i i
9 Basic CMDB matching Configurable via IRE MOb"i ssgr?/?::fglllﬁg L&'i?glﬁr;%rn&:ewce
Self-service portal & chatbot ) © , © . o .
Basic catalog Mobile My Assets Adaptive portal + Virtual Agent
Manager Workspace o ili
9 P HAM Workspace HAM +v'\\l":rbk':;3;xa"age’
Native audit trail o
° ° Device-level, all changes
Domain separation support (V) (V] o
LEGEND Full support @ Partial or manual @) Not available

“ A note on reading the table fairly. HAM Pro is the stronger choice for general hardware governance and for content-library
normalization across every asset class, not just mobile, and its lifecycle workflows are genuinely capable.

TEach ZTM license includes one HAM for ZTM license, which provides the same functionality as HAM Pro with the sole exception of hardware normalization.
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SECTION V

Which Tier Is Right for Your Organization?

Fleet size is a useful starting point, but it is rarely the whole answer. Operational complexity and the
strategic importance of mobility are often the stronger indicators of ZTM fit. Factors such as fleet
churn, the size of the mobility team, the number of EMM platforms and carriers in play, geographic
footprint, and how dependent daily operations are on mobile workflows can justify ZTM well before
any strict device threshold is reached.

For smaller, simpler fleets, the choice is usually between Base and HAM Pro.Stay on Base Asset
Management if the fleet is small and stable, the devices are not operationally critical, and manual
tracking in asset records satisfies your audit and inventory needs. Move to HAM Pro once you need
real lifecycle governance: normalized models across the CMDB, prescriptive request-to-retire flows,
contract management, and the HAM Workspace. HAM Pro is the right home for most mid-market
fleets, especially where mobile is one asset class among laptops, servers, and network gear rather
than a program of its own. What HAM Pro does not provide is connectivity to the third-party systems
that run a mobile fleet: it does not integrate with EMM platforms for enrollment, or with carriers for
service-line operations. Building and maintaining those connectors is a substantial, specialized
engineering effort, particularly for carrier APIs, and is not something most teams can take on as
routine platform work.

ZTM becomes the stronger fit as mobile complexity and operational dependence rise. High device
churn, a dedicated mobility team, multiple EMMs or carriers, a multi-region footprint, and business
processes that depend on mobile devices being provisioned and reconciled correctly all point
toward ZTM, often before a fleet reaches the size that device count alone would suggest. As a rough
scale guide, organizations with mobile fleets around 2,000 devices and above frequently see the
strongest return, but the operational factors above matter more than the number itself. The case is
strongest if you were already going to buy HAM Pro: each ZTM license includes one HAM for ZTM
license — functionally equivalent to HAM Pro except for hardware normalization — so the
incremental investment goes largely toward the mobile automation layer rather than a second
license plus custom development.

A practical scalability test. Implementation effort should stay reasonably aligned with the software
investment. A useful rule of thumb is that the one-time implementation cost should land somewhere in
the range of roughly 0.5x to 1.5x the annual software subscription. When projected implementation
runs well above that band, it is a signal to narrow the initial scope or revisit the fit, rather than to
over-build.

Where ZTM delivers value

The return on ZTM scales with fleet size, device churn, and carrier complexity, so the largest gains
accrue to the organizations with the most mobile operations to automate. The value concentrates in
the following areas, each of which can be measured against current operations:

e Accurate inventory and device reconciliation. ZTM maintains a reliable device inventory by
automatically reconciling data across EMM, EEP, carrier, and some TEM systems, removing the
recurring manual effort and spreadsheet-based tracking mobility teams otherwise depend on.
This addresses a well-documented limitation of basic connector sync: standard MDM connectors
drop device Cls into the CMDB, but a model-category to Cl-class mismatch often means Asset
records are not created automatically, leaving asset teams to manually define a mobile model
category, map it to the correct table, and correct existing records before assets appear. ZTM
produces reconciled Asset records, not just Cls, and surfaces discrepancies such as a terminated
line still billing against a retired device as trackable tasks rather than audit-time surprises.
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Compliance and risk reduction. For security-sensitive events such as lost or stolen devices and
employee departures, ZTM ensures the critical actions are always completed, with clear tracking
and audit trails. Because every lock, wipe, line suspension, and reclamation step writes back to
the CMDB, the fleet stays defensible at audit time and the risk of data leakage from an
incomplete offboarding is materially reduced, a particular priority in regulated sectors such as
financial services.

Automated device reclamation and buy-back. ZTM automates the full return process across
shipping, EMM, EEP, carrier, and ITAD systems, eliminating the manual hand-offs and errors that
typically accompany device retirement. A single workflow wipes and unenrolls the device,
deregisters it from the EEP, terminates or reassigns the carrier line, generates the return shipping
label, and hands the device to the buy-back partner with residual value captured.

Device cost optimization. ZTM reduces total mobile fleet cost by improving device reuse,
stockroom management, shipment tracking, and end-of-life buy-back. It also handles the
operational reality of scale: receiving large device shipments from a vendor or factory into a
stockroom, a recurring pain point for asset teams, is managed through the stockroom intake
workflow rather than by hand. Reassigning an existing device or line from the stockroom rather
than ordering new, and recovering residual value at retirement, lowers both capital and
operating spend on the fleet.

EMM migration automation. ZTM simplifies and accelerates migration between EMM platforms by
reducing the manual effort and coordination involved. Pre-migration checks, automated
re-enrollment, and real-time progress monitoring turn what is normally a slow, high-risk project,
common in M&A integration and EMM consolidation, into a controlled, repeatable workflow.

Global operations enablement. ZTM standardizes and orchestrates mobile lifecycle processes
across regions, business units, and partners, so a global organization can run consistent
workflows while accommodating regional carriers, logistics providers, and enrollment platforms
without forking the underlying process.

Reduced help-desk and mobility-manager workload. Routing common tasks such as roaming
requests, device orders, and upgrades to self-service lowers support-ticket volume and frees
mobility managers and help-desk agents from routine work that previously required IT
involvement.

Self-service user experience. An adaptive self-service portal and the ZTM Virtual Agent,
integrated into the ServiceNow Employee Center, let end users request, track, and manage
devices with real-time updates, giving them a consumer-grade experience for everyday mobile
tasks.

Key Insight for Asset Managers

For the asset manager, the test is not whether mobile data reaches the CMDB but whether it arrives as
clean, correctly classified, reconciled Asset records. That distinction is the difference between an
inventory that is audit-ready and one that needs manual remediation before anyone can trust it.
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SECTION VI

lllustrative Use Cases

The two use cases below show how the capabilities described above combine into end-to-end
workflows. Both are representative of common enterprise mobility scenarios.

Use case 1: New-hire device provisioning at scale

HR triggers an onboarding workflow in ServiceNow. ZTM identifies an available device in the
HAM-managed stockroom, generates a shipping label via the logistics connector, assigns the correct
EMM enroliment profile, and activates the carrier SIM, all within a single coordinated Flow Designer
workflow. The CMDB is updated end to end without manual intervention. Work that previously
required coordination across several portals over several days completes in one automated run.

Figure 4. New hire provisioning runs as one coordinated workflow.

Use case 2: Lost or stolen device handling

An employee opens the ZTM Virtual Agent in Microsoft Teams and reports a missing device. ZTM
retrieves the device’s last GPS location from the EMM and rings it remotely, giving the employee a
chance to recover it before any disruptive action is taken. If recovery is not possible, ZTM locks the
device through the EMM and, where the situation warrants, issues a remote wipe to protect corporate
data. It then suspends the carrier service line, opens a replacement order, and updates the CMDB, all
with a full audit trail and no IT desk involvement.

Figure 5. Lost-device handling applies recovery-first logic before containment.
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SECTION VI

What ZTM Means for the ServiceNow Platform Owner

ZTM fits the governance model platform owners already enforce:

e Scoped application: scope x_ssdsa_kx. Self-contained, and it does not modify existing platform
scopes or custom code.

e Supportability: Samsung SDS owns and maintains the connector library as vendor APIs change,
so EMM, carrier, EEP, and logistics integrations are not custom code your team has to keep alive.
This is the recurring cost a build-it-yourself approach quietly accumulates.

* Release cadence and upgrades: ZTM is delivered and updated through the ServiceNow Store
and is certified against the current ServiceNow family releases (Zurich, Yokohama, Xanadu).
Updates follow the Store application model rather than manual patching, which keeps the app
aligned with your platform upgrade path.

» Data residency: unlike solutions that move data into a separate vendor cloud, all ZTM data lives
inside the customer’s own ServiceNow instance. There is ho separate Samsung SDS external data
store.

e Extensibility: workflows are built in Flow Designer and extensible via low-code Now Platform
tooling, without forking the application.

e Authentication and security: ZTM inherits the instance’s SSO/SAML/OIDC/MFA configuration, the
native ServiceNow audit trail applies to all data changes, Samsung SDS America holds ISO/IEC

27001 certification, and ZTM is FedRAMP-compatible when installed on a FedRAMP-authorized
ServiceNow instance.

Platform Owner Note

ZTM runs inside your ServiceNow instance. There is no Samsung SDS cloud layer between your data and
your CMDB. Governance, access control, and audit logging all follow your existing instance
configuration.

SECTION Vil

Trust, Recognition & Ecosystem Standing

ZTM is a mature application with a multi-year track record on the Now Platform and recognition
across the ServiceNow ecosystem.

» Certified partner application on the ServiceNow Store; compatible with the last three versions of
ServiceNow.

e Samsung SDS America is a ServiceNow Elite Build Partner.
¢ ServiceNow 2024 Built on ServiceNow Solution Partner of the Year — Worldwide.

» ServiceNow 2024 Transformation Partner of the Year — Americas Region.
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e ServiceNow Store Rising Star Partner of the Year — APAC.

e Featured in the 2025 Gartner Market Guide for Managed Mobility Services.

SECTION IX

Conclusion

Mobile devices are the most common gap in an otherwise consolidated ServiceNow estate. The
platform offers three tiers of response, and the right one is a function of fleet size, operational
criticality, and how much of the lifecycle a team is prepared to automate versus track manually. Base
Asset Management provides inventory visibility for small, stable fleets. HAM Pro adds genuine
lifecycle governance and remains the appropriate choice for general hardware management

across all asset classes, including moderate mobile fleets. ZTM extends the platform for
organizations where mobile is operationally critical at scale, adding maintained connectors,
mobile-specific workflows, and continuous reconciliation.

For organizations that were already considering HAM Pro and also operate a substantial mobile
fleet, the decision is best framed not as whether to add ZTM on top of HAM Pro, but as whether to
license HAM Pro alone or adopt ZTM, which includes one HAM for ZTM license per ZTM license —
providing the same HAM Pro functionality except hardware normalization. Evaluating ZTM in the
context of a live ServiceNow instance is the most reliable way to confirm fit. To arrange a
demonstration or discuss a specific environment, visit
samsungsds.com/us/zero-touch-mobility-for-servicenow.
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