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Key Technologies
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Al in Real World - ZHOJO| = / Intelligent Enterprise
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Al in Real World - 252 4IEL / Intelligent Enterprise
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Cloud & Security in Real World - Intelligent Factory
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Cloud & Security in Real World - Intelligent Enterprise
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Digital Transformation= &%iol= it | =

Disruptive
Technologies
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Massive loT

Mission-
Critical loT

Broadband
eMBB

% mMTC : massive Machine Type Communication
% URLLC : ultra Reliable and Low Latency Communication
% eMBB : enhanced Mobile BroadBand
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Challenges in Al
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Neural Processor, Speech/Language, Biometrics
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Autonomous R&D?

* L [

- i
Learning to 3 i 1
Design Circuits :11;-.

T Actor Observation ' Circuits Simulator
DDPG Agent Environment

Autonomous Material
Development
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Neural Processor2| S o} 2kt

Al 2| il 7|=<Ql Deep Learning Q40| £[XotEl TEMA 2> HEH 58 FLY

Google server racks loaded with TPUs

Neural
Processor

1~5 TOPS/W

AlphaGo 1.0 AlphaGo Lee AlphaGo 2.0

1,920 CPUs
. 50 TPUs
280 GPUs |

1 TPU module
(4 TPUs)

30~80x in TOPS/W

% EX: Google 18
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Narrow Al — Broad Al — General Al

Frontier in Al Research : Knowledge Transfer
Causality
High Level Abstraction & Generalization
Natural Language & Large Memory

Traditional ]
Machine Learning (ML) Transfer Learning
C I g \
| m - -
.I N '. - o

Cause Effect
Learning
System \‘
Learning Learning Knowledge Learning

System System Transfer System
19
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Challenges in Cloud
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The Role of Cloud Computing

in Digital Transformation

Jonathan Wu, CTO of Lenovo APAC




Data Intelligence is Powering the 4th Industrial Revolution

Digital Economy Traditional Economy

Business

Data Intelligence / P

Business

=)

s 5
@ T7enceni Google Mobil Walmart -~ &
amazon facebook &/ SO/~ [T General Motors



Smart loT 2020

4

Billion

$4 25+ 50 25+

Trillion Million Trillion Billion

Connected : Embedded and
Spend A GBs of Dat
People Penaing A S orEdia Intelligent Systems

* Source: IDC 2018, Mario Morales
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SMART CITY

Video Security and Survelillance
Solutions o

Central Management of 5000 surveillance

Cameras across 18 Boroughs in Bogota

Improvement in Situational Awareness and Incidents
Monitoring and Response

‘‘‘‘‘‘

2019 Lenovo Internal. All rights reserved.



TRANSITION OF CLOUD COMPUTING

Technology

§ Hybrid
6 ELJ Q\ Private B
laaS SaaS PaaS .
Public }

Elastic Near Zero Cost of Layer of

available Scalability ~ Management AP]
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Key trends of Cloud computing

Containers, Microservices, DevOps & Continuous
and Cloud-native apps Software Delivery On-prem & Hybrid Clouds
N / Ops’
JtN

Data, Al, and Machine learning Serverless computing loT/Edge Computing

A
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Monolithic Software vs. Micro-services

« Complexity » Code independence

 Validation costs » Scalability

* Bulky updates  Portability
Monolithic/Layered Micro-service

Traditional monolithic software re-architected to

micro-services architecture
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Containers and Hyperconverged Infrastructure for Cloud

» Converged Hyperconverged
Traditional Infrastructure 9 5 5 P g
Infrastructure ; ; Infrastructure
Management Management Management

VIRTUALIZED WORKLOADS CONTAINERIZED WORKLOADS

Server Server Server + Public
Storage Storage Storage Cloud
[ Network ] [ Network ] [ Network ]

Traditional/On-prem to Hyperconverged and Hybrid Cloud
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Serverless Computing

« New trend being driven primarily by major Cloud providers

| RGO )

Microsoft Azure Google Cloud

AWS Lambda Functions Functions

« Does not require dedicated compute servers to run code
(i.e. you will not be charged for compute usage)

« Code will be executed on-demand in response to specific events

« Cloud service provides will charge based on the number of
code invocations

31

2019 Lenovo Internal. All rights reserved.



Edge to Cloud

Multi-cloud o e Hybrid Cloud Multi-cloud o e Hybrid Cloud
Cloud | » v
__4
Data Center Hyper-converged Data Center Hyper-converged
Infrastructure Infrastructure Infrastructure Infrastructure
: Core IT Operations
Core IT Operations
Data Elow C Data FIow)
= Distributed Edge IT Operations
v
®
o e
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2019 Lenovo Internal. All rights reserved.



Technology Adoption - Security



Challenges in Security
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S2dUS (HE : Homomorphic Encryption)

4N U3 : ASBLE CO|EIS =55} 9l0] AL Y
-10 Emerging Technologies (MIT Technical Review 2011)

. . Gentry's system allows encrypted data to be analyzed in the cloud. In this example, we wish to add 1 and 2. The data
Clpherlng is encrypted so that 1 becomes 33 and 2 becomes 54. The encrypted data is sent to the cloud and processed:
the result (87) can be downloaded from the cloud and decrypted to provide the final answer (3). Credit: Steve Moors
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S U2 (HE : Homomorphic Encryption)

What is Homomorphic Encryption(HE)??

@ Homomorphic encryption is a method of performing calculations on
Encrypted data without decryption.

The Future of Encryption by National Science Foundation (https://youtu.be/BylWT5gsgfM) 41 ¥ E£X: Youtube
(2Kt http://www.math.snu.ac.kr/~jhcheon/[HD%20MP41The%20future%200f%20encryption)



https://youtu.be/BylWT5gsgfM
http://www.math.snu.ac.kr/~jhcheon/[HD MP4]The future of encryption
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Toit, 1800s — 1-bit

° —— Amortized

IR

R . 0.052.
M\

1205, 250Kbit

2011 2013 2014 2015 2016 2018

* GH11 * DM15

- Implementing Gentry's Fully-Homomorphic Encryption Scheme, Eurocrypt 2011. - FHEW: Boostrapping Homomorpic Encryption in Less Than a Second, Eurocrypt 2015.
* CCK+13 * CGGI16

- Batch Fully Homomorphic Encryption over the Integers, Eurocrypt 2013. - Faster Fully Homomorphic Encryption: Bootstrapping in less than 0.1 Seconds,

Asiacrypt 2016.

*CLT14

- Scale-Invariant Fully Homomorphic Encryption over the Integers, PKC 2014. *CHH18

- Faster Homomorphic Discrete Fourier Transforms and Improved FHE Bootstrapping,

*HS15 eprint, 1073,2018

- Bootstrapping for Helib, Eurocrypt 2015. - Intel Xeon CPU E5-2620 2.10GHz, 64RAM
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1bit, 1800s — 1-bit

° —— Amortized

\ J 1o, 0.7 + 18005 — 0,055 (1bit)
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2011 2013 2014 2015 2016 2018

* GH11 * DM15

- Implementing Gentry's Fully-Homomorphic Encryption Scheme, Eurocrypt 2011. - FHEW: Boostrapping Homomorpic Encryption in Less Than a Second, Eurocrypt 2015.
* CCK+13 * CGGI16

- Batch Fully Homomorphic Encryption over the Integers, Eurocrypt 2013. - Faster Fully Homomorphic Encryption: Bootstrapping in less than 0.1 Seconds,

Asiacrypt 2016.

*CLT14

- Scale-Invariant Fully Homomorphic Encryption over the Integers, PKC 2014. *CHH18

- Faster Homomorphic Discrete Fourier Transforms and Improved FHE Bootstrapping,

*HS15 eprint, 1073,2018

- Bootstrapping for Helib, Eurocrypt 2015. - Intel Xeon CPU E5-2620 2.10GHz, 64RAM
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LICH2] (Secure Genome Analysis Competition)

&/7 TRACK 3: BEST-PERFORMING TEAMS o
" Evaluatedon (three datasets of 1422 recerds for training/ 157 records for testing + 18 feafures)
~
E ti
AUC ncryption Secure learning Decryption Oversil e
Teams : Time X 3 :
0.7136 Size (MB) . Time (mins) Memory (MB) Size (MB) Time (mins)  (mins)  [:ET:1'%
(=) A

201 7"3 *-IEI:HEn'I -?—3 SNU |0.6934] 537867  0.060| 10.250 2775.333| 64.875| 0.050| 10.360| 1

CEA LIST | 06830 53.000 1.303| 2206.057| 238.255  0.350 0.003 2207363, 3

KU Leuvenlg 0.6722| 4904.000 4304 155685 7266.727| 10.790 0.913 1609121 A

EPFL 0.6584, 1011.750 1.633 15.089 1498513 7.125 0.017 16.739, A
a E"'OI-"'"'IO I-.Q. 6574) 1945, 13 5.021 344 76, ; .
L*I-o %;I |:|2 01 I_I.* S MSR 0.6574| 1945600 = 1.335 3} 27’7 262993 BOiO 0.033 396.390, 2

Waseda™ |0.7154)  20.390 1.178 2.077! 7635.600( 20.380 2077 5332, X

Saarland [N/A | 65536.000 1633 48.356% 29752.527| 65536 7.355 57.344p X

* Interactive mechanism, no complete guarantee on 80-bit security at “analyst” side :
=5t HARSE : , plte g kst i </
=0 L (e | Program ends with errors J, \J v

o
L = o\ )

e
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2.018 Track 2 : Secure Parallel Genome Wide Assocmtlon Studles
using Homomorplnc Encryptmn

- |End to End Performance " Evaluation result(Fi- Socre)atfdifferent cutoffs
Team Submission Schemes | RUNNing 0.01 0.001 0.0001 .~ 0.00001
: : - [(mins) Memory(M) | Gold: | Semi | Gold = Semi | Gold :| Semi | ‘Gold = Semi
: A*EHE -1 + f 92248 3777 0977 © 0.999 |0:98 0999 |0.985 @ 0999 |0.966 0.998
. A*FHE : HEAAN: : : : : :
201 8 IDASH b AsRHEe o T1632.97 14,093 [0.882 1 0.905 {0,863 - 0.877 +|0:827 ' 0.843 |0:792 - 0:826
i Version 1+ TFHE & HEAAN  :]201.73 10,375 0.979 - 0.993 |0,987 0991 [0.988 - 0.989 |0.982 0.974
amera . ) . . - - - -
: Vefsion 2 (Chimera) |215.95 15,166 0339 ° 035 |0:305 0309 |0271 0276 [0.239 0.253
Delft Blue | Delft Blue HEAAN 1,844.82 10,814 0.965 - 0.969 |0:956 0.944 |0.951 - 0.935 [0.884 0.849
UCSan LogisticRegr+ |HEAAN 1.66 14,901 0.983 © 0.993 |0.993 0987 [0.991 0989 [0.995 0.967
e Diego  Linear Regr : Jo.42 3,387 0.982 © 0.989 |0:980 0.971 |0.982 - 0.968 |0.925 0.89
(@) _ O [ T o Duality | Logistic Regr + | CKKS (Aka HEAAN), | 3.8 10,230 0.982 © 0.993 |0:991 0.993 [0.993 © 0991 [0.990 0.973
uality Inc z . X " 8 " "
: Chi2 test pkg: PALISADE - fp.09 1,512 0.968 - 0.983 |0:981 0985 [0.980 - 0.985 |0.939 0.962
~-Seoul - fSNU-1 - f-- i )52:49- -0 15,204 - - -|0.97% - 0.984 {0.976 - 0.973 - [0.975 - 0.969 - {0:932 - 0:905-
National HEAAN: :
Uniiversity | SNU-2 : 5237 15,177 0.976 © 0.988 |0:979 0.975 [0.974 5 0.969 |0:939 0.909
. BM-Complex . JCKKS ... .. .:12335...8651. ... .[0913 0911]0.169..0.183 .|0.067.0.0.077 .]0:053.. 0.06..
IBM : (Aka HEAAN), : : : :
: IBM- Real pkg: HElIb 152,65 15,613 0.542 - 0.526 |0.279 028 |0.241 - 0.255 [0:218 0.229
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Technology Innovation
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&4SDS Enterprise Platform (SEP)

Intelligent Factory & Enterprise

C[ENEES
2 [ =8 &S o|H[&
Dlsruptlve_ Al/Analytics Blockchain
Technologies
Brightics Al Brightics loT Nexledger A
Platform o
= Security
SDS Development Platform (S E2HE)

Cloud &
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2 dSDS9| Digital Transformation Framework

(AI/AnaIytics)
( Cloud ) A2 /O AL
Migration AP DASE
Hybrid Cloud

MSA / ZE|0]L: _
/i ( Blockchain )

Enterprise

.......... 2 /X =AY

Innovation 1A |a

( Security ) . AI/AnaIy;tics
otMALE BM Cloud'® Blockch_ai% ( loT )
QEJE__: éﬁlﬁgn -....~.__._.Security loT M= /HAAH |
Cloud ©. .® Disruptive Data Preparation
& Security Technologies
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Thank you



