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Why do we need Al-based malware detection?

KISA challenge, 7| & signature

Kaggle £ 2|5 EEX| O
712 tlio|&] 37} S| 35

Malware Data Malware Detection & Automation ML Research
2pHI2I0| SHE| oFA /QFA HIO|LHE| RE Zero-Day 524 S0 Cst 22 Ctfot YELC| L|O|HE RIM O 2 0|8
CIO|E| 0|8 % ML B eSS fI9h 39t QE Ol O|E £|AB} JbsetML & 13
GIO|E 2t: Sequence data (HIO|HZ2| 2E §)

Graph-structured data (AST, CFG &)

HERIZ 571 8310 =2 =c Al 2|8t 5
- Cloud, Edge loT, 5G/6G 'L4X -9 23% EX|E Y o?z"ogm,igl Lo} O[S . - AR SHY oI 2ty ATof

- M 97 77% AR ol [Steo] | - % 15% AiSst 2 . ARE®a[Cisco,2018] e SFEEE +3 SNAP_RA

[ZeroFox, 2019]

2025 Global Industry Vision] [Capgemini EJ-*‘l 2019]
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Feature Engineering / Embedding

Binary Code Vector

1..L.1Th
is program cannot be
run in DOS mode....

1. Feature Engineering (Extraction)
ex. Number/length/entropy of PE sections

2. Feature Embedding
(Dis)similar objects = (dis)similar vectors
Low-dimensional vectors are preferred

Problem Space Feature Space
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Graph'StrUCtu red Data Robust to src changes &

compilation options

AST
(Abstract Syntax Tree)

CFG
(Control Flow Graph)

Binary Code

L.!Th

is program cannot be
run in DOS mode....
08 e ( e

while return

i If-then-else While loop
| | Two loops \ Two loops
i s i | [one (reducible) W (irreducible)

name: a

1

ariable variable variable|
name: a name: b name: b name: a

Problem Space

https://en.wikipedia.org/wiki/Abstract_syntax_tree
. https://en.wikipedia.org/wiki/Control-flow_graph
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Embedding: Word2Vec

w(t)

..ithe numbell of barameterslorlcon nections....
w(t-2) w(t-1) w(t+1)  w(t+2)

Mikolov et al., Efficient Estimation of Word Representations in Vector Space, 2013 (https://arxiv.org/pdf/1301.3781.pdf)
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Skip-gram



Ding, Fung & Charland, Asm2Vec: Boosting Static Representation Robustness
for Binary Clone Search against Code Obfuscation and Compiler Optimization,

Embeddmg Asm2Vec IEEE S&P, 2019

wi(t)

push rbx

J—
push rbp

push rbx

sub  rsp, 138h

MoV rax, an

mov  [rbp+18h], rax

. — Xor  eax, eax
A function e [, @
mov  [rbp+32h], 1505h
lea rax, [rbp+24h]

concat

An asm token = a vector mov rbp rsp i sub rsp 138h
(averaging) \_V_}
An asm line = a vector
(averaging)
A function = a vector

Opcode

Operands Function context vector
(averaged) (pretrained)
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Duan et al., DeepBinDiff: Learning Program-Wide Code
Representations for Binary Diffing, NDSS, 2020

Embedding: DeepBinDiff

DeepBinDiff: an embedding learned from two binaries on a merged CFGs

Input Pre-Processing Embedding  Code Diffing Output

graph
_ — merging
Binary 1 CFGgen [ ] initial
i TADW matching
» » algorithm » » diffing
l results
token — vectorized — vectorized basic block
embedding tokens asm lines embedding

k-hop greey
matching

Binary 2

An issue: graph information is implicit, being dissolved in the embedding vectors
(Asm2Vec, DeepBinDiff)
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Scarselli et al., The Graph Neural Network Model,
|IEEE Transactions on Neural Networks, 2009

Graph Neural Nets (GNNs)

Local transition function

Iy = f’w(lna lco[n] s Lneln]> lne[n])

0, = gw(xna l'n,)

Local output function

Learning: fixed-point problem

Trn (t + 1) — f'w (l'na lco[n] y Lneln] (t)a lne[n])

On(t) — gw(x'n(t)a ln)v n € N.

l J \ J

/

state node label, edge labels, neighboring node states/labels
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Xu et al., How powerful are graph neural networks, ICLR 2019

Graph Isomorphism Issues in GNN

Major GNN operations:

ak = AGGREGATE*({hk~1:u € N(v)})

h* = COMBINE*(hk=1, a®)

k-1 k
hy™" — hy

o

o ®

|

k-1
hi
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k-1
h>

k-1
h3

GraphSage (NIPS 2017)
a¥ = MAX(ReLU(W - =1 wu € N(v))

/‘ ‘ )\ ! ! Fails to distinguish
multi-sets with the same
{ ‘ ‘. J {‘ .J distinct elements

GCN (ICLR2017)

hF = ReLU(W - MEAN{R ™1 vu € N(v) U {v}})

Fails to distinguish

0000 (00 e




Xu et al., How powerful are graph neural networks, ICLR 2019

Graph Isomorphism Net (GIN)

GIN: use the summation as the aggregation function [2,1] [11]

hg = MLP(hy~' + > hy ')

22
OOk

[1,01 [1,0] [0,1] [1,01 [0,1]

Theorem: GNN is as powerful as the Weisfeiler-Lehman test [2.2] [1,1]

(test of graph isomorphism) if the combine and aggregate A k

functions of GNN are injective in countable space
[1,0] [0,1] [
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Challenges & Discussion

@ Binary packing and obfuscation

- 2R MEHE HI| 29t unpacking EEE HIESHEHQ

& CFG generation and cost
-QIEAA EAEA 257 HE|

- = 0} B2 CFG 44 A2t 85 AJRE Ol

LS — =

o M5 B 93t HIo|E 7} &K TE

T E EFX|7| S& S QI3 KISA 2t T E EfX| challenge H|O|E{AlIS] S5 A 0
(@]
]

5t 20} HjoEf Bt TR
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