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DDoS Attack Landscape

74
= 7|2l DDoS &4 Lof|AU2 At 4MEHHA
o

|
rot

0| 154

1 AL
<34 X5 7|>
What is the typical attack length?
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are attacked

~2/3

of attacks
last 6+ hours
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0- 6 hours
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Attacks lead to at least one
of the following:

—N 52% =
| Software/Hardware
Replacement

Eeal.:ﬁion in

Revenue
43%
Loss of
Consumer Trust

33%
Customer
Data Theft

26%
Financial
Theft

19%
Loss of
Intellectual Property
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DDoS 34 §9

Volumetric Attack
L4 Protocol Attack

Application Attack
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DDoS Attack Evolution L DDos B 0] 03
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DDoS As A Service — Web Stressor L DDos 821 0| 04
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1 Month - Bronze 1 Month - Silver 1 Month - Platinum Lifetime Bronze

102.00%

Purchase using Paypal Purchase with Bitcoin
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Definition of Cloud Scrubbing Solution
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Forrest Wave DDoS Mitigation Solution 3! Gartner MQ WAF &20f Leader

FORRESTER RESEARCH

Forrester Wave™: DDoS Mitigation Solutions, Q4 2017

Strong
Challengers  Contenders  Performers Leaders

CHALLENGERS

Strong FORRESTER' RESEARCH F5 ®
A The Forrester Wave™
AT ° Go to Forrester.com
. to download the
Verisign () L Forrester Wave tool for
more detailed product Cloudfers (Y
evaluations, feature Fort
Nexusguard comparisons, and @ Fortnet @ Akamai
customizable rankings.
F5 Networks @ 9 Barracuda Networks
Citrix
S#;Ie#gt Huawei Technologies (+)
Services Oracle
Fortinet (+) BT w: (]
@ Ergon Informatik Radware
[ ]
Microsoft
° e
Rohde & Schwarz Cybersecurity Instart
Market presence w
3
Weak | @O @@ E
2
Weak ———————————————— Strategy » Strong E
=
- —— — — @ NICHE PLAYERS VISIONARIES
137209 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited. <

COMPLETENESS OF VISION —_—

Oomod

I INCAPSULA E% 01

As of August 2018

®© Gartner, Inc

<Forrester Wave™ 2017 Q4> <Gartner Magic Quadrant August 2018>
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N
DDOS Protection Se¥_J
CDN & Optimizer

Infrastructure 23

Always-on & On-demand X|&
Web Application 2
Gartner #1 2l Hio}H

e
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H S Infrastructures

O Infrastructure
DDoS Protection

O Web DDoS
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Internal Apps
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Public
Cloud
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Infrastructure
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Network
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DNS CNAME 7

o

Legitimate Traffic

Witrsp

L3 ~ L7 DDoS Protection

Bot mitigation

CDN / Optimizer N5

Reputation Intelligence X|S
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DDoS Protection
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=¥ proxy

= Web Application g3}
= AMA ERX (F7t/ Reputation IP / Region / Black list)
=  Bot Mitigation / OWASP Top 10 / Hacking Behemoth

Appliance
=  Detail Custom Rules — Application &2 X}ECt Switch

= B0 EFX| S K}EF / Two Factor Q1=
= H| & HTTP X|& (In-House Application)
- ¢ gE|OjO|X

=  Caches static/dynamic content
= Optimizes content (&=, HH, ..)

= B EHiZtA (Data Centers / Servers) O

= Application delivery rules Router
= Manage fail-over
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Best Intelligence

IP information

IP analytics

WAF attacks: ~ 0 %

Malicious client applications

oom
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Client applications

Apache HupClient: 0.0% Firefox: 3.2%

— ] Internet Explorer: 1.1%

IP: 219.240.77.13 Is crucial: No Samsung Browser- 0.3% - Chrome: 2.6%
Lecation: Republic of Korea, Seoul KIP: - Mobile Safari: 0.1% Safari: 5.2%
ASN: 9318 DIP: a '\ ==
) - - ,
SK Broadband Co Ltd Requests: 15,303 Microsaft-Coyptontt: 2% /|
ISP: SK Broadband Sessions: 1.670 TheGarden: 17.1%
CAPTCHA: 17.1 %
" WinHtpRequest: 1.7%
_NET WebClient- 5.3% N Bot: 60.6%
Human/Bot traffic Traffic
- Eot -~ Human
3k
2
s ]
Human g
Bot g
87.6%
0Ok
2017-08-28 2017-08-30 2017-08-31 2017-09-01 2017-09-02 2017-09-03 2017-09-04 2017-09-05 2017-09-07 2017-09-08 2017-09-11 2017-09-12
Traffic units: ® Requests O Sessions
Attacks
- SQLi -+ XSS IRA  -a Badbots =% Backdoor -e- RFI
3
2
L2
5
2
"
o
2017-08-28 2017-08-30 2017-08-31 2017-039-01 2017-09-02 2017-05-03 2017-09-04 2017-09-05 2017-09-07 2017-09-08 2017-09-11 2017-09-12
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IncapRules

Optimizing Your
Access Policies

o

IncapRules

= AR el M MAE 7|5 HE
=  HTTP 8% Method
= o A
= URL mH2}0|

=  Z2}0|YE EIY (e.g., Browser, Search Engine,etc.)

= [Ps / Geo-locations
= MHM/ PO QA 3l
= Cookie / JavaScript X| & 0 &

oom
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IncapRules?| & - 2 E{/E2|7{/Action

Predicate and Predicate

Filter Operator Value Filter Operator Value
&P D ) | @ PEy @D

URL contains "A/admin" & ClientIP != 168.132.54.5

Trigger
B MY 3o

Rule Details

Rule Name |50 Sessions/Cookie Challenge

Rule Action Require Cookie Support ¥ ¥ Send an email notification whenewer this rule is tri

Rule Editor (click here for the complete guide)

Add fitter Client 1d v = T boo|

Googlebot (Search Bot)(8)

NumbnSession > & ClientIP !=

Google Translate (Someone Behind Proxy )
Unwerified Googlebot (Search Bot)(14)
Google AppEngine (Developer Tool)(28)

Google Feedfetcher (Feed Fetcher)is1)

= 50004 7tX|Q| & X| A|AL|X (e.g., GoogleAds, CroneTask, WordPress bots, etc.)

18/25
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BOT Protection

2Jun 2018 safari 524121172 | 1 hits | HTTR/1.1
07:12:48 from United States Entry Page: /(GET)
User Agent: Magic Browser
Served Via: Tokyo, Japan
Session Id:  407001890042125103

Client Classification Process - Actions 4 Less
URL: / (GET)
Status: Client was sent a Javascript security check, request was suspended

Incident ID:  407001830042125103-128235813540524377
DDoS (Request suspended)

Add to whitelist
2jun2018 Bot (Unclassified) 104.238.248.15 | 2 page views | 3 hits | Supports Cookies | HTTP/1.1
06:15:15 from United States Entry Page: /(GET)
User Agent: Mazilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0)
Served Via: Los Angeles, CA
Session Id:  224001420035045400
~ Actions  « Less
URL: / (GET)
Status: Client was sent a Cookie security check, request was suspended
Incident ID:  224001420035045400-45359961376557283
DDoS (Request suspended)

Add to whitelist

19/25 Copyright © 2018 Samsung SDS All rights reserved



Web Protection Dashboard

Requests/Secend Bandwidth
5(71%) 0(0%) 2 (29%) Overall 7 4 Mbps
Passed to origin server Blocked Served from cache 5 Humans (71%) Total

Traffic SR G Per Origin Server | Per Data Cente SETVers
Req/sec  Eizisec  Response Time Server = Response Time  Reg/ssc
20
5222150141 473MS 5 2 Mops

15

0

5 [7,

[}

0625 Az ge-28 0623
B Humans Bots  — Blocked

ors Sample

Showing 23 of 23 Visits

Top 5 Countries 10f3 |3 |»

socop(ime—v] [ec

B8 unred states 435%
B Australla 217% || Safarl 10136 79 4 0 Coskie ) S
™= singapore g7 || B Vietnom « 171.253.139.101 Requests  Pages  Blocked  HiT/2 |
Elvietnam s7w | & mozllars.o Macintosh; intel Ma..
B cnine 43% B /metropoltanbangkok
More -
Top 5 Visitor Types
Googlepot 13% Googlebot 67 65 /] -
g0t 3% || BE UnitedStates » 66.240.70.243 Reguests  pages  Blocked
. HTTP/1.1
MSM/BINg BoT 2% || L mozllars.o (companiole; Googlen...
Micrasoft Offic... 13% B /ensumapunakna
chrome 8.7% ion about a minu tan

<Al A|Zt Dashboard>

Visits by client

Other 23 8%
Facebook Ex.... 2.5%
I 2.8%
Googlebor 3.4%
Safari 4 2%
SEMrushBot: 4.4%

Mobile Chrome: 5.1%

Total Visits
16.7K
53.6% humans / 46.4% bots

12:00

B Humans Bols

20/25

Bot 16.6%

Mobile Safari: 16.4%

/

Microsoft O.....

Tatal Hits
28M
Average hits per second 323

Visits

11.6%

oom
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Wisits by country

Other: 24.55%
France: 3.2%
Thailand: 3.3% US: 34.4%
China: 3.6%
India: 4 6%

v

Singapore: 5.8

Indonesia. 4.5% UK 3.5%

Australia: £.2% <

N
OR¥

SA>

Bandwidth
40GB

Bits per second (95 percentile)
6Mbps
9Mbps High, 2Mbps Avg

Hits per second

100

18:00 16 Sep 06:00

18:00 165ep  08:00 12:00
B Humans Bots I Blocked
<EBIX|21>
3Jul 2018 Firefox 61.0 52.79.171.148 | 41 page views | 76 hits | Supports Cookies | Supports JavaScript |
07:55:17 from Korea, Republic HTTP/2
of Entry Page: /dvwa/loginphp (GET)
User Agent: Mozilla/5.0 (Windows NT 6.3; WOW&4; rv-:61.0) Gecko/20100101
Firefox/61.0
0os: Windows
Served Via: Tokyo, Japan
Session Id:  462000570088579398
- Actions 4 Less
URL: fdvwa/login.php (GET)
code: 200 | time: 54 | Think time: 54
Incident ID: 462000570088579398 563876717199754133
URL: fdvwa/login.php (POST)

Response coda:202.LBasnanea sima: 57,1 Thinls sinaa: 67

Post:
Referrer:
Incident ID:

URL:

usemame—xxx&password XXX&LOgm =XXXXX&user_token=xp00COCGOMOOONOOCOCO0OO0MXK
TIPS WWWITTTpE VdLesLHE U avwar oI prip
462000570088579398-563897547791139733

fdvwa/login.php (POST)

Response code: 302 | Response time: 67 | Think time: 67

Post:
Referrer:
Incident ID:

username=)x&password=>:X&Login=)0xX&user_token=> 0a00Co000000a000a0000aOooocdn
https://www.impervatest.net/dvwa/login.php
462000570088579398-649129825160528794
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INCAPSULA Web Site Protection 7| H| V.7l i 2 Eel o

5 INCAPSULA ZATHA}
OWASP TOP 10 712 M& 712 H&
= itvE AL [Clots
2oh U oy Gartner 7t 19| & Wetd 7|2 22 229 Mod SecurityS A, Chefet reverse
s 718 EX
HIO[E{ME &2 447 A3 21y ME / 5Tbps / ot= MY 2 | 774 232 MY / 3.2Tbps / ot= HE g3
DNS DDoS 23 712 H& Z=7} Product®! Fast DNS 0O
ESgiic tction 7|2 HS 27} Product®! Bot Manager TLOjf 3f{OF&t
Backdoor Shell Protection 72 NS 75 92
£ 48 3713 A7t 52 O[LH(RIN| &R MR HE 7|2t X3) 452
CDN 3! &= 712 ™S 712 M-S
2| Y ELY Dashboard 0 158 tHe
REE 001%, Atct ZE2 QZ AA J|HIOZ QELE Al3l EIX|DCZ Y
e K| = Sandbox 7|Ht AN 2= AO|E CjAMo =2 3rd party @l TrustwaveQ M & 22|50, A X
ST Q% QP &0l 3 Hj=m E2Hg 9l Aol = Cfet ALH B AE 27hs
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