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GDPR (General Data Protection Regulation): 7|2
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Cloud Security Alliance (https://cloudsecurityalliance.org)

SCSE Hotar 71E 2 22| Alliance2 CHYst HOt7|= 5 S0 CHoHA| njtrts
400 Corporate Members (80 Chapters Globally & 90,000 Individual Members)

s GohighS: 5 S
(rorconeT || accenture | T ACORN|  commsncs CCntoltoc cragiepoit  WIMcAfee wiak@ig  @Msmm l-:;i;;;{;g;; Google 935{3{4\9 wopal®  RAPIDF)  Raytheon

Vi pertrmonce Ot

; N ) S
s AoaLLEM A 1D N = == 8% Microsoft || Nationalgrid | jackerone ¢ @rrunes @ rednat i Ribose

Adobe
amazon Appian aspect‘j:"i DBAPRcurity | Deloitte. @ B Nosie | NMlnewpp | A~nctskope | Hevienpmdar 5:'?:? (HID JEENIT E RiskVision
athena W Atlassian Atms @"""W""" dimensicndh | ——mme MW?%%W_S 0 neupart @ 'ﬂﬂ?'?'?!‘ | YE— . g‘% Q SABA @@SAFET @
A}Z&NAN AVAYA AAXON Dome?) 23 Dropbox nl XU Nordea wowsrocus  Hyland  @@yravsr lwsam & smcror §, sansec :ﬁﬁg
k(!—x — Be" © beyondtrust ©druva Q w y .":Iii' (©) NTTSecurity okta GBQ @ T3 1HS Marit schellman Secum((@):h'nk [ —
5| | Wbiglass | BITSIGHT EMC  ENGILITY @)entel  Jonspsis Onelrust | QPTIV  Alncowert itlomebes | |nfoss | servoenow @@ shyft | SEMENS,
GEE | i @ | oumo EQuIRAX b omace o agiant @ousstems | mepuren @ @ICC=" ®ghioh SGS | mermacs
€ CaixaBank Fadvas o ;...EL QEventBank | @ evidentio | Mppolerra | HPA0:L | panasonic NNt Iron®rbit ivanti' SONICWALL ~ SOPHOS | @ SPANNING
S | D EeFa’;‘nGi&GE Cer\%ify £ Experian @ P PayPal | |meen| | @ perspecsys KASPERSKY M €KRONOS oring égr,%;;:.;:::. 13T Engineering

a o % .
122 Check Point .|<|'|s.‘|:|(;. FICO @El} ‘ﬂshle(hg DPNC | @peciion PROUnimited 7€ CabaBank & cacework  fifi0leadsec <>stotpro Visymantec  ( TanoSecure

P 360

CITRIX' | €0Cloudock | @mcmans  Ffy@) [P Forceomr - 360 ascet> @ous MNEZR 2RI wwesens D% =pmmow Otenable

Qoo | | coaLFire ||| [Ecooes? rufirsu - gemalto’  GitHub @ oununcTkk Syicessd | § ) e l0gnradius Sands @mﬁa _l:gné? TERADATA

)

cloud

cs A security

alliance®

(EXN: CSA)

THALES  Thousandeyes @ TREND.
Qrintech Qs TUINEI

TUY  dtyler ucer

[— @ © vascc

igpvenustech | VER/A || @ veracone

Visign VIDER | Vormetric

& ||| weavery- (9)whistic

Waikelo

0\ WhiteHat | | winsTowersWatson k't
S - WINMAGIC
DATA SECURITY

WO,I:k dVO y. () Workshare:

‘)‘(/c,c“y R2zendesk (QZSCBIBI'

ZTE3

Copyright © 2018 Samsung SDS All rights reserved 61]26


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjqw-WjpoTcAhVBUbwKHQx6BLoQjRx6BAgBEAU&url=https://cloudsecurityalliance.org/&psig=AOvVaw0ugyt_jt-BpwutJjpMH7GN&ust=1530754186162058
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjqw-WjpoTcAhVBUbwKHQx6BLoQjRx6BAgBEAU&url=https://cloudsecurityalliance.org/&psig=AOvVaw0ugyt_jt-BpwutJjpMH7GN&ust=1530754186162058

Cryptography in Data Security & Economy
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Agend 3 II. Privacy-Preserving Data Mining

(Data-in-use Security)
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Privacy-preserving Data Mining

22 HolEe] =E-FES A XITHSIHAM HO[H S

Homomorphic

- Encryption
Multi-party
Computation
Zero-knowledge Proof
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Sd U Toy Example: Partial Homomorphic Property of RSA
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E£3 S Use Case 1. Cloud7|tt Cj|O|E{ £
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Z£3oS Use Case 1. Cloud7|tt H|O|E| &M
HEHO|E CHA EAM a1 A4S 2 Oo|E CHAF £M0| H

Moz X}0|7} 0.01%0]| 5}

£4 e % HOlE

=

= MIMICYN
Sign 5), 2tXto| Ak Bl0|Ef

= M=EZ BM2 25t Logistic Regression H £

» US35}El O|O|E{ 2 Training & 2t
E£%:78.5% (HEH|0|E{ 7|8t EME; 78.5%)

= SEER2Py & X=X ZAM|of CHEt R M| HIOJE, & 5E A
= 5 MEE BM2 9|8t Logistic Regression H&

T2, S 2ol dH| = Ho|H (Vital

2M o o) cisj AUROC

A& HolH

» QS SE H|0|E{Z Training & h& $t £ mElo)| CHs AUROCE

Ak 70.3% (L2 0|E] 7|4 2 AMEF 70.3%)

1) MIMIC ('Medical Information Mart for Intensive Care') 20015 E{ 2012 AtO| Beth Israel Deaconess 0| 0| 2 MIE H]
NCI (National Cancer Institute)o| T2 12O 2 1973HEE 2014 EH K| O|=0f| A 2 &t

2) SEER (The Surveillance, Epidemiology, and End Results)=
3) AUROC: Area under the Receiver Operating Characteristic

S 62HH | o| 2 H|O|H S H| A Ha5t S74
bl

X el2 HIo|HE S7I
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SYAS Use Case 2. Gjo|E Agt
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510tS Use Case 2. [|0|E| ZAE

Two different organizations can use each other’s data without compromising security and privacy

Get More Features: column expansion

&ompany A @ompany B

Encrypted and Shared

ID

ID Feature A ID Feature B
1 A1) 1 B(1)
2 A(2) 2 B(2)
n A(n) n B(n)

Decrypted Result

on Both of

Feature A and B

Feature A | Feature B
1 Enc(A(1)) | Enc(B(1))
2 | Enc(A(2)) | Enc(B(2))
n | Enc(A(n)) | Enc(B(n))

<

Encrypted Operation
f(Enc(AQ), Enc(B()))

= Enc(f(A(l'),B(i))
= Enc(Result)

Get More Cases: row expansion

Company A Encrypted and Shared

ID | Feature A | Feature B

; ﬁ(;) E(;) ID Feature A Feature B

(2) (2) 1 Enc(A(1)) | Enc(B(1))

T A B(n) 2 Enc(A(2)) | Enc(B(2))
Company B n Enc(-,&(n)) EﬂC-(é(n))
ID | Feature A | Feature B

n+1 [ A(n+1) [ B(n+1)
w2 A2 TB02) n+m [Enc(A(n+m))|Enc(B(n+m))
n+m] A(n+m) | B(n+m)

~

Encrypted Operation
f1 tom+n(Enc(A(D), ETLC(B (]))
= Enc(f(A®), B())
= Enc(Result)

Decrypted Result
on Whole IDs
(1 to n+m)
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III. DB Encryption (Data-at-rest Security)
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Cloud Database Encryption

o
>

.|

!
d0
0
0

On-prem/Hybrid/Multi Cloudo]| C{et SHUSH & Ok
2|HA(=2t 7|, M, Hi=E F) 22[2] ojHZ

i

Cloud #1
AO|SH GIOJE| HOFKIH 4 -
Tamol ozig K ()
On-Premis;é/ %
— X
*i Cloud #2
< ()

SW7|dt DBQ S 5}
Cloud &H7Z0f| Cjjst

| -

= HAH5E7| fI6 On-prem1} CloudE TS HOtH| A 2 X| | 5t=

<Gartner, Hype Cycle for Data Security, 2017>
SDS DB 59} &

[
ched ot HotEe| M Al HS

CHUSH Cj|O|E H Qb H|A| Cloud #1
Cloud =% 20| —
-
L.
On-Premi
—
i = Cloud #2\

(1
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to] =& Qre| H|O]E

A=
=T

}

A=t

TO-BE: SDS SW7|tt 2}

M XA (H/WelEd

2?1 7t3)

7|Z 0| YB3t 2RME SR E BHON REAL SXp SWI|tt SHLA| 7|2 HEto| ¢S]0
Ciet ®ofl AlLE| 0] =5 75 XMEG/AEA H=Z
4 N\
4 Application . : Application DB F&HH Korean National Protection Profile for
M 2
DEEUE 17%’,‘:, DB ;__'5_.2 [s Databa-se Er?crypﬂon V1.0
- HOIE X2 =H - > _— _ OIOTH M 2R > Certfication Report
_— N —_—
5 : ! E o
H2Z2 L
o ot S 8}l
@ 2F A ggil‘li_l —m ElIIOIE.I‘ Certification No.: KECS-PP-0820-2017
- e g AR K| o] Ef dim =y
T HOH|d (TLS) T HOMHY (TLS) QSN
\_ OI=EM b= ) \_ HS ) 2017.8.18
Pl el \ Sl el il
1 Security Server ! Security Server |
: | : 3 | @ IT Security Certification Center
- FI/BM/EAEE I _ I/SR/EA EE s
1 1 - I
Master Key =& (HSM O[ALEA]) 1 I Master Key 23 ® e
|
B g — e o e o e e o o o o e e e e e
| SAP° Certified
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Agenda

el IV. Post-Quantum Crypto

(Data-in-transit Security)

1Y




Shor Algorithm [1994]

2 Ql=23}l, DLP & & P-time0 Z0{'H
1 2

0 (61.9(109 N)3(log log N)§>

- 0((log N)*)

9 Grover Algorithm [1996]

FOITl g4o| £ Z2AYO (S e

=T — O = 1HA
Qlaigte BEX o= KoM

0(N) -» O(WN)

NIST Crypfo standards

RNG (800-90A/B/C)
KDF (800-108, 800]!5)

== T e—= =g

Guidelines

Symmetric key based ‘ -

_ AES (FIPS197) I
TDEA (800-67) "
Modes of operations 1 Transition (800-131A)
(800 38A-38G)

" Key generation (800-133)
SHA-1/2 (FIPS 180) and

SHA-3 (FIPS 202

( ) — Key management (800-57)
Randomized hash (800-
106)

HMAC (FIPS 198)

SHA3 derived functions (parallel

| hashing, KMAC, efc. (800-185)

e —
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SREFE2 O YECH W HE =2 THSID S (Mo LT HZE..)

IBM 50 qubit (2017.11) Intel 49 qubit (2018.01) Google 72 qubit (2018.03)

P

Google Regains Quantum
Computer Crown With Its
New 72 Qubit processor

L == EilE

— .
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Post Quantum Cryptography (PQC, YXILjAd U4 D)

NIST(O| = EE=) 1} FEIME SXEFE 2}

gLt 2EX7L EXY

Code-based Cryptography ['78]

L= F0

0
gl
ok

* Initial recommendations [PQCRYPTO Project, 2015] : https://pqcrypto.eu.org/index.html

Public-key cryptosystem
based on error-correcting codes

- McEliece system*
- Niedereiter system

m=01101100 m=01101100
\encode /1ecode
¢ = 10011001001 -------- ---+ 7 =10010001011
transmitt L

arrors

Hash-based Cryptography ['79]

Signatures are built around hashes,

have security proofs that only rely

on the security of a hash function

- XMSS*

- SPHINCS*

tio T
[ 6 | Lo ]

public | hop H Foa ‘il g H ha |i| g || hy || h3p || h3 s |
e 1 Fo = =] e S S S e e
prvate. | e | | [ no [ | e [ [ [Lee [ ]

Lattice-based Cryptography [98]

Public-key/signature cryptosystem
based on SVP and CVP in lattices

- NTRU
- GGH(Goldrech-Goldwasser-Halevi)

X Others: Multivariate Cryptography ['88], Isogeny-based Cryptography ['11], ....

Copyright © 2018 Samsung SDS All rights reserved 22126




FElof|A| HOfA= AZE2?

AN Y220 FE SAY 5 Y= SAEFEC| S HMEE ofof Chgh CiH| 7t 2L

Theorem (Mosca): If x + v > 7, then worry!

What do we do here??

—

z lﬁ_

secret keys revealed

»
>

M. Mosca:
e-Proceedins of 15t ETSI Quantum-Safe
Cryptography Workshop, 2013

time

o x years — security shelf-life (How long must our secrets remain secret?)

9 y years — migration time (How long will a full transition to PQC take?)

0 z years — collapse time  (When do we expect a large-scale QC to exist?)

Copyright © 2018 Samsung SDS All rights reserved
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History of Security & Computing: &X| vs. SX|

]
HADHOOEE

Ny P E® @ 7

Colossus (19434)
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PQC?Z|dt Secure Channel Hybrid Approach

Quantum-safe Hybrid Protocol <=x/: Cloud Security Alliance>

o
o
(=2

Applied Alce '

Step #1 TLS Initial Handshake:

Q u a n t u m -sa fe * Alice sends Quantum Resistant (QR) public key for the chosen QR

algorithm to Bob and indicates she has QSH support when sending

s = t "HelloClient" to start negotiation.
e c u rl y q * If Bob selects QSH, he creates a random number, g, encrypts is with q

that QR public key and sends it back to Alice who decrypts it with the
QR private key.

Quantum-Resistant Algorithms
and Quantum Key Distribution L]

Step #2 Pre-Master Secret:
* Alice and Bob run a standard Diffie-Hellman, RSA, ECC, etc... TLS

S handshake protocol creating/sharing the same pre-master secret, 5, S
on each endpoint.
| |
Step #3 Secret Keys:
* Alice and Bob generate QS Secret Keys
» . ' ) ¢
Alice's symmetric Key Bob's Symmetric Ke
IS K, = KDF(5,q) K, = KDF(5,q) —

\ ) A K =K,!
/ cs". secdrity A B

alliance®
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