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1. Security Strategy
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2. Digital Identity
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Digital Identity
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2. Digital Identity
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3. Cloud Security
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3. Cloud Security
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=  WAF : Web Application Firewall
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Responsibility for Cloud Security

3. Cloud Security
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Oracle Security Portfolio
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3. Cloud Security
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@ On-Premise

-~

Active
Directory

i

Access
Manager

~

Gateway / ADFS

(S Cloud Service

‘/ Users

External Login

OpenlID Connect
SAML 2.0

MFA
(FIDO, OTP)

ORACLE CLOUD

SSO/Federation
(SAML 2.0, OAuth 2.0)

N

1. (Multi) Federation
- IDCSQ| IdPY2tE =5t Federation
- CtFst Cloud Service(SP) 0| Af On-Premise
(IdP)2 9| C}& Federation A4
- Multi IdP & A|
(0: Region™ Multi ADOj| Cet Federation)
- OIGete| HAE & =%

Jror

2. SSO
-HE 7|22 &% SSO g
- Authentication / Authorization

3. MFA
- SDS Nexsign(FIDO)E St 7} €l
- |:|-otol- 3rd Party Ol Ol = |_7:"

ol

15

3. Cloud Security




IDCS — BYOA(Brng Your Own Appllctl

Identity Cloud Service

) 3. Cloud Security

O

= @~  cLouD My Services
SUPPLEMENTS
1. App Integration
Apps Tasks Notifications ) O_IEal;_”olA:l EHEE'Q Ol_g_-élj I_l_/_llk_-é;l_ %-6;!.
@ s == -
v. :_‘,All‘-:lﬂhel-sgs ar name of the app to open itin a new browser tab - -LLEJ-EH App Catalog% &I- X_!E %?:Il-
o= ndd Y Favorites Sort Name - m =
—— 2. SSO AHA BH=E W
mazon ffi § CONCUR tBenefits ~
%ebsgrvigesw l:l Office 365 C Ne - SAML 2.0
Amazon Office 365 Fidelity - OpenID Connect or OAuth 2.0
UNITED &> zscaler UBE R warkday. N N |
3. 2E| X SSUF0|M] ST ALE
United Zscaler ber Workday II‘ §I_I_7°:| x-"_g

16



IDCS — S}

Identity Cloud Service

3. Cloud Security

ORACLE cLoub My Services

II| Dashboard ﬁ' Notifications

@ Identity Cloud Service Home Users Groups Applications Jobs Settings

Users

| Select All + Add = Import 2 Export «

Search Users

0

’

More Sort  Name

EN N S e

Malcom Ka ol Kher
Coswellson Sr. Technical Advi
Sr. Tachnical Adviso

Email: Email:
malcom.coswellson@oracle.com kajol kher&oracle.com
Cel || Cel ||

Lisa Amy
Johnson Falwell

Kevin
Watson McDonald
Sr. Technical Advisos Sr. Technical Advisc

Email:
efica.watson@oracle.com
Cell:

+1 880 384 0234

.ﬁ.ﬁw.@'ﬁ

Allison
Richardson

Dickenson

n@aracle.com allison.ri

o
:
- A J|U HIR O WA
Sk AR T2 O

: %IXI, ’é**l 74 UERA S
—1
-

- 2|F ID S2Xt0f et ©

2. 2%
- Key Management, CASB, SIEM GA &
Digital Identity =%t

E35t

O -

e

17



3. Cloud Security
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3. Cloud Security

CASB (Cloud Access Security Broker)
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Password
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» Password, PIN

Weakness

© easy to forget
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© brute-force attack
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3. Nexsign with Oracle IAM
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3. Nexsign with Oracle IAM

Nexsing”Z|tt Single Sign On

~ singlePass app ~

(F) 6
(P 6 >
User's Apps

SAMSUNG SDS |

® ¢ Biometric Auth
@ @

B Nexsign 2719l B Identity Federation Registration Password-less Nexsign=
(dxels 71gh (Oracle Access Portal) E3t EH A2

44



3. Nexsign with Oracle IAM
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Time for Password Crack

Brute Force Calculator

Password Length B
Keys per second Raw SHA-256 - (2600K k/s) v
Charset [len:62] mixalpha-numeric v

abcdefghijklrmmopgratuvwxyzABCDEFGHI JELMNOPORSTUVREY Z01 23456789

| et Time |

To brute force the entire keyspace it will take about

6 hours 10 minutes 4 seconds
(57731386986 password combinations)

X Reference : http://calc.opensecurityresearch.com/
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) Something you know
B} Something you have
B Something you are

B Something you do
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Password

Username: Username
Password: ek e ek ek
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O| = ditH g what you know

» Password, PIN

Weakness

© easy to forget

=

© same password used L
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Samsung SDS

Nexsign

(Next generation + Signature)
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2. Nexsign

Samsung SDS N EXSig n
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3. Nexsign with Oracle IAM

S gl Offering

SAMSUNG SDS & C)IQACI_E

CASB : Cloud Access Security Brokers
IDCS : Identity Cloud-Service

IDCS CASB
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Scalable

SAMSUNG SDS |
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Front-End Back-End
Authentication Q Authentication

with multi-modality ™ with adaptive access
BY SAMSUNG BY ORACLE
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3. Nexsign with Oracle IAM

Nexsing”Z|tt Single Sign On
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3. Nexsign with Oracle IAM

Customer Value
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Time for Password Crack

Brute Force Calculator

Password Length b
Keys per second Raw SHA-256 - (2600K k/s) v
Charset [len:62] mixalpha-numeric v

abcdefghijklrmmopgratuvwxyzABCDEFGHI JELMNOPORSTUVREY Z01 23456789

| et Time |

To brute force the entire keyspace it will take about

6 hours 10 minutes 4 seconds
(57731386986 password combinations)

X Reference : http://calc.opensecurityresearch.com/
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Plaintext Ciphertext

) )

Sender Encrypt Decrypt

Same key is uéed to encrypt
and decrypt message

f

Shared secret key

Ciphertext

Recipient Recipient

Different keys are
used to encrypt
and decrypt

Recipient’s
public key

Recipient'’s
private key
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SSO : Concept Diagram
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