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Nexpose

Product Overview - Nexpose
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Features

Real Risk Score

HZ CVSS(Common Vulnerability Scoring System)
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Adaptive Security
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Policy Assessment
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Remediation Reporting
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Integration with Metasploit
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Metasploit

Product Overview - Metasploit
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Features

Automate Every Step of Your Penetration Test
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Put Your People to the Test

Test with Success, Regardless of Experience
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Gather and Reuse Credentials
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Become a Next—Level Pen Tester
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* Discovery scan

@metaspldt@ * Manual exploitation

CominILY * Scan data import

e * Metasploit Community features
@metasploit”™ - reiore

express * Evidence collection

* Metasploit Express features
.o Quick Penlest Wizard
[ﬁ]metasplmt * Vulnerability Validation Wizard
[ * Phishing Wizard
* Web App Testing Wizard
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* Web interface FREE
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* Proxy pivot
* Nexpose scan integration
* Exploitation workflow * Session rerun
* Credentials reuse * Task replay
+ AV/IDS/IPS evasion * Basic report(Audit, Activity, Credential, Service)
* Payload generator * Persistent sessions
* Social engineering * Team collaboration
* Tagging data * Back up and restore
* VPN pivoting * Advanced Report
+ Post—exploitation macros (PCI, FISMA, Custom, Social Engineering)
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Product Overview - AppSpider
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Features
Universal Translator
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Vulnerability Validator
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Attack Types
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SDLC(S/W Development Life Cycle) Integrations
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Vulnerabilities by Who Will Fix

Estimated time to fix*
40.25-40.25 man hours

26.75—26.75 man hours

Estimated cost™
$10.062.50 — $10.062.50

$ 6.687.50 — $6.687.50

B Application Developer (218)
M Server Administrator (7)
Database Administrator (25)

*AppSpider SDLC Integrations
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