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피해상황

World’s Biggest Data Breaches and Hack

2014.x.xx

신뢰도하락

Many major firms in the South have seen customers' 

data leaked in recent years, either by hacking attacks or 

their own employees.

In the latest case, an employee from personal credit 

ratings firm Korea Credit Bureau (KCB) has been 

arrested and accused of stealing the data from 

customers of three credit card firms while working for 

them as a temporary consultant.

[20 Million People Fall Victim to   

South Korea Data Leak]

- The personal data of at least 20 

million bank and credit card users in 

South Korea has been leaked, 

one of the country's biggest ever 

breaches.
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유출된개인정보로인한2차범죄, 보이스피싱

피해액사상최대 (전년比82.7%↑)
정보유출에따른기업경쟁력약화

2017 2018

(3년간매출 6.6조타격)



유출원인원천차단(AS-IS)

매체제어, 네트워크및이메일사용통제
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사전탐지를통한예방및교육(TO-BE)

임직원의오남용의심행위모니터링

Snowball Effect



-실시간수집

-배치(Batch)

대시보드

대응

오남용
탐지 보안담당자

실무자

CISO/
관리자

개
인
신
용
정
보

오남용모니터링및대응원천데이터수집 데이터저장및분석

-대용량데이터

-정형/반정형

-즉시분석

-시나리오기반

Li
fe

-C
yc

le

로그수집 로그저장 로그검색및분석

보안영역

업무영역

단말보안

서버/DB보안

네트워크보안

통합단말로그

원장DW

업무시스템로그





임직원
유출

외부해킹
시도



개인정보오남용행위적중율

93%
소명요청건中
오남용최종판정
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임직원업무특성프로파일링 : Outlier 탐지강화

일간외에주간/월간누적시나리오개발 : 임계치한계극복

다수시나리오연계분석 : 이상행위탐지적중률 Up

자동화 & 자동화 & 자동화 : 궁극의모니터링
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지상레이더 vs 공중조기경보기
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