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 International Conferences: NDSS 2016, WWW (2014, 2017, 2018), MILCOM 2016,
ACM NetGames (2013, 2014, 2015, 2017), IEEE VizSec (2017), OASIS Borderless
Cyber and FIRST Tech. Symp. (2017)

* International Journals: [EEE Trans. On Information Forensics and Security (2017),
Computer & Security (2016), Digital Investigation (2015)
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Deep Learning(AlphaGo, AlphaGo-Zero)
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Irreplaceable(a.cixigrts3h) vs. Replaceable

O{C|7FX]| CHA|E o~ UAS 2 AOF?

Irreplaceable!
NSO Job AL Of=i9t B|g10| ChH| 7153t Job, HO|EItHE2 Job
= Irreplaceable Job

HEIP}],

p, H) =gt 22H510]| o|sH CHA|=!
i%ﬂg’:x_-! Job IA(ER), X522t = 22210 2|5 CHA|E

. Firewall, Log Analyzer, IDS, IPS, Port Scanner, Vulnerability Scanner,
HOIHE = 217|0f| 2fsH

- Web Scanner, Antivirus -
LRl 27158012
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Al/ML (Machine Learning) + Security

@ CNN(Convolutional Neural Network), DNN(Deep Neural Network)2 0|83t st&

& Streamline data

@ Gan(Generative Adversarial Nets)2 0| &%t Adversarial Data 444

P bird

—> Sample —

=
-

P sunset
Real

Pd S
9 SY Discriminator :—>

P cat Fake
ClEleielg| —>  Sample -
convolution + pooling fully connected Nx binary

layers layers classification Generative adversarial networks (conceptual)

convolution + max
nonlinearity pooling
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Al/ML (Machine Learning) + Security

O AEH(HE02 F4=)

@ Data(¥ZQ| data )

@ Blackbox algorithm + Adversarial Machine Learning attacks

@ Reference
= Image/Voice recognitiondf| &% CNN, DNNO| HOoF 20| = HE & EICt= HF0| Y =217

@ Scalability
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Automated Security/Data-Driven Security &2F IMPACT

= IMPACT(The Information Marketplace for Policy and Analysis of Cyber-risk & Trust)
« O] ZEQIEE(DHS) X[ O 2 Ato|t 2Ot Q1710 a3t HIO|E{(1HE} 0|4) 35
= C|O|E| ZM, C|O|E &M = OfF, CIOIE 57, 248 AMH|A XI5

Metadata Discovery Data Match-making

Q(FIND) I (=) ¥,
Business ] !>

Rule Broker
o
Build collective -1 u

Knowledge Social Networking <« Tool match-making Y
9 (FEEDBACK LOOP) (USE) @ Central IndeXIng

@ Connect distributed
suppliers&seekers
of data &analytics

Data Profit
Central indexing

® Get data to and from
providers
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Data Challenge Kaggle

WWW 20152] Collocation workshop(Big 2015)0l|AM &8¢t MS2| 2H44 3 E datasetO] 8

=« 500G(10,8687%|) HdIE ME
& oM A E HIo|H 2| = MHlaEl|X| O 1K} 7f50| Lt meta data?| X &=l

Microsoft Malware Classification Challenge (BIG 2015)

kaggle Competitions Datasets Kemels Discussion Jobs

| EYF
B MICI’OSOft Classify malware into families based on file content and characteristics

1,145 featured datasets Sortby  Most Votes

L10UUU - 5// Teams - £

Featured All Q Search datasets

Overview Data Discussion Leaderboard Rules
IMDB 5000 Movie Dataset
5000+ mavie data scraped from IMDB website
chuansun76 - updated a year ago % film

90 topics and kernels Sorthy  Hotness

European Soccer Database : ‘ ' ¢ All - Mine Upvoted Topics & Kernels  ~ Search

25k+ matches, players & teams attributes for Europe n Professional Footbal
- @ Welcome!
posted 2 years ago by William Cukierski
. . A
Credit Card Fraud Detection

Hugo Mathien - updated & year ago
Ananymized credit card transactions labeled as fraudulent or genuine 67 comments

Andrea - updated a year ago % crime, finance test.7z file can not be Dpened h)l' Tz.exe?

MyHolyWay

Human Resources Analytics
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Data Challenge Mws(Z£)

JPCERT/CC, IPA, AIST, NICT, &

MWS Datasets Wrm MWS Datasets
f&'?; hash
‘ €CC
drive-by downloAd @ Df:TA;et
nfection
PD:::csLItCE < server-side
. honeypot 1) MITF
Malware activities Iﬁ - DATAset
ﬁ E.‘) Infection
41
URLs
darknet >
NICTER 7 scan ‘
Darknet <Pcap> D / client-side m ??Ntl
nrection
Dataset backscatter honeypot
Probing
ol (ee )
BOS (—ﬁ N Log I it

Malware activities

| 18 L .;
Infection t L [
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MWS Dataset MWS

2008 2009 2010 2011 2012 2013 2014
CCC DATAset
[server-side honeypot] 1972 BV T V7 V7 OV R V|

MARS for MWS
[malware dynamic analysis] VARV Vil

D3M

[client-side honeypot] el S
1) MITF DATAset v
[server-side honeypot]

PRACTICE Dataset vl
[malware behavior analysis]

FFRI Dataset

[malware sandbox analysis]
NICTER Darknet Dataset v
[darknet monitoring system]

Behavior Observable System (BOS) vl
[observing threat actors]

I\
N N

‘083 Server Honeypot H|0|E{ 21
103 Client Honeypot Ci|[0|E{ 27}
I3 o AE Q| B At 37t

139 ct3Y DL E R o] 33t
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Data Challenge 3t=

https://www.kisis.or.kr/kisis/sublndex/283.do

nles Hee= HISIEAIRZE]

SalERIEE,
siea,
MRIEAIR2E]

Chezh =Y, okl
(2017 ojj4)

ofAE Hjo[EA BRQIEEISE,
5422,
HICIEAIFZIE|

CHE B, otdulel 2
(2017 24)

EHRQIEIEIES,
ORY, O|AEAIFEIE]
5122| MIRIEAIF2IE|

CHSE E, oty 3
(2018)

VX Heaven 23
ojme| M opymE
HaHop
gczojs oy ZEHIEHIOIEY

CHEZ ot Fyut
(2018)

Car Hacking Cij0|EfA

Af2roloEAt AolEEER|

A2k =g cijole|
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207 S=E2 ReU AP 0] S0 IR S et TAHe =V B e e e e O m—

2017 EES RRD H|0|E| HEIX| Chs(e| 2T C EX|" E2 ofjMof| #-8F 15000712 CHEZ FA,
ofMmi

2017 Y ES R&D G|0|E] EIX| Chs|e| 2R EX|" E2 ZM0j| #8E 15000712 ChEE H4,
of g

2018 AEES RAD H|0[E] ZIX| CHE[e] "AI7 |3t 2t T = EfX|'of| #2E| 500007 A=

VX heavenOi|d BIEESHS, 157H2] SMAC IZ0R ME 23675470 S AT

AR 210| H22| Mo H55H= AHTE 56471 A EM B

Clorat b3 repositoryOllAf -5t 999072 o424 M4BTH1091937He) ZAKYY

Andro-ProfierOfAf I8t Q1 SAI9Y, OH9| ME, Zero-day 2 MBS T8t CIOIEA!

2018 HEEE RAD H|O[E] HRIX| CHE|2| "Al7 |2t 2HE 20| of Yol &l 14000712 ofd-He o

DosS attack, fuzzy attack, spoofing the drive gear, spoofing the RPM gaugeE Z&l5h= XISA} 512 C0]
Ef

2017 YEES RED Cijo[E] M2IX| Th3|o| Al Ol a S PAl" E2Y = ol 28 FY
ZA|= T2l cjo]&

2018 HEES RRD H|0|Ef MRIX| 3|2 "XI2F F:3 C|0[E] 7 |2k =k BIX 0l 22! 700km RI2F =&
el]1= ]
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https://www.kisis.or.kr/kisis/subIndex/283.do

Data Challenge KisA, 12{cistm 2%(2017, 2018)

dEH 9 R&D O|o|E HMEIX|(2017.12.8)

[2X} H|O|E{All EA]
SHAXHA|ZE: 12:42:16
Atz O| 4% BtR|
CANDIS ‘ SUNY KOREA ‘ CAPCORPSCERTO0188 ‘ EPL

44,736 44,736 39.394 m =y ‘W(‘E.*xl ’SQE)‘ 2XHELX| HEHE)
{0)

CANDIS SUNY Korea
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2018 218 X|=

2018 Al7|HI QtE 20| = 2tA{oH El

= AI/MLE 0|25t Android App 27/FIEH2 H|0|E 241 7"t HOF 20f(data-driven security)2| CHEXOQ! 28 A

ot o [|0|E{All(Andro-Profiler dataset)

n 2 =32 (Citation : 30+)

Jang, Jae-wook, et al. "Detecting and classifying method based on similarity matching of Android malware behavior with profile." SpringerPlus 5.1 (2016):
273.

Jang, Jae-wook, et al. "Andro-profiler: anti-malware system based on behavior profiling of mobile malware.” Proceedings of the 23rd International
Conference on World Wide Web. ACM, 2014.

 QBSHFER =50 :
« Feizollah, Ali, et al. "A review on feature selection in mobile malware detection." Digital investigation 13 (2015): 22-37.

* Neal, Tempestt J., and Damon L. Woodard. "Surveying biometric authentication for mobile device security." Journal of Pattern Recognition Research 1
(2016): 74-110.

oA o8 [|0|E{All(Andro-Profiler dataset)

« Original dataset: http://ocslab.hksecurity.net/andro-profiler
« Description (0f|4): http://datachallenge.kr/challenge18/malware/introduction/
o Of|M/=M HIO|E|Al 9! MEFX| S http://ocslab.hksecurity.net/Datasets/datachallenge2018/android
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http://ocslab.hksecurity.net/andro-profiler
http://datachallenge.kr/challenge18/malware/introduction/
http://ocslab.hksecurity.net/Datasets/datachallenge2018/android

= 7810] 90% O]
= 9%0] 87% O|

=2 4, od| 2 =91 giE Ho| £2 51S0|US
» SiX= python?| C}Yst library % GX|2E,

= 2tH0j|= H|O|E{4l sample& +15}7] 0f2

SQi4F 20|, H|0|E{Al sampleO| =X}

MiH Deep learning2 A 8¢t & = 37}

n JA|HCE LNEEES MBS ot AQUX|, SHE 30| 6l0{ feature engineering2 5tA=X| =&Y
= Ttz trial&error WEH2| deep learning node/layer i 71’4 8! activation function(ReLu, Sigmoid, ---)
H|AISHR | = 23t &
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- AL O=2 (=1
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‘FEHES R&D H|0|E zIX| 2018 = MCHZ]
2018-12-01/21:03:58
AI7|EF OFE 20| = OHAoH EFX|

A1 OtE 20| E b x|

=

uslstHE?\ 9y 1a1c|1&<ax1|cn\ MLCS | & | =9 | A | simoinaizola | smiley ‘ 1XHELR| M) ‘ DXHER| HEE)

97.53% | 95.85% 94.33% 94.23% | 93.95% | 91.38% | 89.33% 87.6% 39.08% 97.4% 97 65%
100 94.4% 97.3%

Ho|3C)= 0 2{CHe S Al CH
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CAVEATS: Al 7|t ot A E ElX]

Academic paper/research?| Sk} 3i¢io| S35k2 L2

® Model maintenance 7HX| H|CH2 12{st =EE2 OH M2

9 27| §x| ¢102|F2 M|,
2= X|S5HQl BEZat HO|O|EMNA] 12{oHX| 242 Rt S

9 S10j|A 2Bt= M2 X|£ X0l model maintenance costE S = A
s T, t+1, t+2-- £ time window 7} sliding & [ HX} & X|Z0| BO{X|=X|E 2 L|EZ A
Met&ES X502 SEot= 2 (0f: EWMA algorithm) 7HX| Z2{s{of &t

| KOREA

UNIVERSITY 17/34

[FJHCRL



CAVEATS:Al 7|t} ot A C EbxX|

o -

9 E7 feature 7|8t 2R= TS| R25HX| 2 A YHUSO0| TISFSHHA R2d0] Ot JUS

A O
= 0f|1 : Permission based detection - | 20f| = X AtGHO|L} QFAIMHO|L} 2HE 8t Permission2 Q316H= Asko| Y
= 02 : API call sequence - 2}H0j|l= 1 X[N|2 2 X0l feature} 2Lt X|F

2 one of features?} =l

@ Classical ML(random forest, artificial neural network-)2 0|-&
1 XpHl= o|0] BHEOI J|& 2 a2 RXISof|A

= Deep learning= &8&5t= 20| $HA|E Floj'dS & U=

(o]

a Tt $140j|A = OFZ! deep learning0]| CH$t 2| 1Al2 9l

o ot M EFX|(Android 2[4l
XHHO 2 IS A1 U
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od
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otALc BM A|AHE - architecture

AHl grchitecture

* Cuckoo: 04*35'_5 %ﬁ xr r I°f9_+¢ ME-FA
« Angr: python 7|Ete] HIO|H2| A =8| A3 2 HI0|{2| It 2| Control Flow GraphE Ai4st=0| 0|

= Reporter : Analyzer?} 2ot 243 E HHE summarysto] DBO| Mxlst= B &

mae]
» Y OAEE : DBO|| HAHEl YD E o1, Analyzer JEf &Ql, 943 E F4 FH =3|/FH

Task CUCl@Q‘%’ Parsed Data g
Result Reporter > v

@ Angr

oM AL BM A|AE grchitecture
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(function)

L
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otdacel 7|
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API
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Definitions

Action Sequence

c
=
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Action Sequence

Matched
Behavior

Action 2

Class

Action N

Action Sequence
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U AIFA LHOIIM XF SHBHE B2 ABAS 24
sfig S AIEAD} ot A= of of 7|50 S ER| Aol Hols St 2ol
ofid 22 AlEASE WA E2M FSt 8lid 71522 EHX|El= S0l =0t Rule Rule2 Rule n
m
\Z \Z
Dropper \7 v v
v v v
N—’ TR
N’ 5oz
-— [ genavorn 'HH'
Malware DB
Keylogger
Malware behavior list Classified malware behavior and corresponding ‘action sequence’
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(function)

L
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X AEE|L
ftp T2

Info Stealer

11

Anti-debug

3

Keylogger

12

Anti-sandbox
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Backdoor
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Botnet Y
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APl 215
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Worm

15

Code Injection
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FELC|A 32| Master Boot Record
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Destroy MBR

8

<
n
> 4
O
.V

24/34

UNIVERSITY




- AlgRIe| 59| glo| FNE HjeE m2 ]

< 715 oM AEA
«  Adware AX| & ¥ HEIRXHE 47|
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HAtR x| A MJE-I B
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HEtRX 4l Hg-dst
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injection_process_search
process_needed
queries_program
locates_browser
infostealer_browser
modifies_browser_configuration

disables_spdy_browser, disables_browser_http2

25/34

Process32FirstW, Process32NextWE 0|
0|0 E2t2X process?t @EE|0{ U
Sixf Ax|E|of Q= B
Chrome, Firefox 52| QIE{4!
HELOXE S MAE IUO|LL 2K AER| 7
NtWriteFile2 E2t2X2] profile2 X{
Hat2X W SPDY SAI0[LF HTTP 2.0 5412 H

=




2R AEZ
HXEIUS &
LTI AV 2to|E2 2| EX|
A ODZNA SR
MH[A B2

YT TRHA Y H

pudhia

=X e HE

antiav_detectreg
antiav_detectfile
antiav_avast_libs
terminates_remote_process
antiav_servicestop
stealth_system_procname
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B 23] A=

OpenServiceW, ControlService 22

T2 BS Yol YeIT IR A

U247 AVO| %] Of 2ol

HXIAEZ|Z|E O]l Y
AX|E oY HEE 0|86l Ll
LdrLoadDll, LdrGetDlIHandle 2&&
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oM A E 9] 7|5 (function) =

Anti-Sandbox

Idle A|ZF HAL T2MA XA

= C|HER|Z EFX|S

. . GetForegroundWindow®} NtDelayExecution 245 AFESIH QX7 TR E0A A=
antisandbox_foregroundwindows ozo 75;; *f%OP—II X|4£H 02 EF|

' . . NtQuerySysteminformationQ| A/ 2IXtZ SystemProcessofrPerformancelnformation2
Anti-sandbox antisandbox_idletime TErSIO] QIE20] idle A|2HS EFX|&H

= O

antisandbox_cuckoo_files

&t

antisandbox_sleep NtDelayExecution &2 ARSI TZMAE X|QIA[H EAS dhsl{et

antisandbox_unhook A3 MEBIAD} QLB RISt a2 s3]t
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oM A E 9] 7|5 (function) =

Ransomware

- Il M AJ-A
+ 2E a2 ot i

SE I By

ot 4

UNIVERSITY

é@l«DREA

]1|-OI o *HE AHA'|'<'5|-

o o

ET

o ols

Etx| =

HXE A R
FindNextFile, FindFirstFileEx
ransomware_file_moves
SetFileAttributes

ransomware_appends_extensions

CreateFile, CopyFile

e

S CIMEZ oM EXSt= I
MoveFileWithProgress APIE Sl

o =48 “ENCRYPTED”




« API 2 A|HAZ 0

S REEIEE

[oNe]
« Nilsimsa 2} 22 similar X0 2|Z2| sHH|HS IMEI M2

Trojan-Ransom.Win32.Wanna.b

P1 - GetComputerNameW, RegCreateKeyExW,

P2 - GetSystemTimeAsFileTime, SetUnhandledExceptionFilter,
P3 - FindFirstFileExW, NtDelayExecution, GetTempPathW,

P4 - GetSystemTimeAsFileTime, NtClose, NtOpenKey

P1 | P2 P3 P4

1f539595330436fd7d0179dd8251d20c211c0099a6508345dcad311083055a91

0.96875

[API 2 A[3A FALE 57 Of|Al]

UNIVERSITY
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Trojan-Ransom.Win32.Wanna.zbu

Q1 - GetSystemTimeAsFileTime, SetUnhandledExceptionFilter,
Q2 - GetSystemTimeAsFileTime, NtClose, NtOpenKey,

P3 - FindFirstFileExW, NtDelayExecution, GetTempPathW,

Q4 - GetComputerNameW, RegCreateKeyExW,

v

Q1 Q2 Q3 Q4

¢

1f539595830436fd7d0179dd8251d20c211c0099a4c08345dc8c311083055a91



5 24 A| EE A FE0| o FE|E| QME 5%

Jaccard Similarity AH -
« O

malware A2} 2+l eiad : stealth_window, create_service, checks_debugger, injection_write_memory, allocates_rwx
I

malware B2t 7%l 24 : create_service, allocates_rwx, console_output, raises_exception, protection_rx

malware A malware B Jaccard Similarity

ANB
AUB

create_service
checks_debugger raises_exception ANB
AUB

stealth_window console_output

allocates_rwx

injection_write ;
memory protection_rx
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CONCLUSION REMARK
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AlS

@ 7| SDS LHOf|A] Al

© ot d 3= (malware) 24 + CTI(Cyber Threat Intelligence) 29| ZtCH
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