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Definition of Cloud Computing Ⅰ. Introduction
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Shared Responsibility Model
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※ Source : AWS Architecture Center, Reference Architecture for WordPress Hosting 

Security Misconfiguration Ⅱ. Challenge
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Security Misconfiguration (cont.) Ⅱ. Challenge

Root Cause Incident in 2017
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Security Misconfiguration (cont.) Ⅱ. Challenge

※ Source : AWS Management Console 
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Security Misconfiguration (cont.) Ⅱ. Challenge

※ Source : Project Heisenberg Cloud - Cross-Cloud Adversary Analytics - RAPID7 LABS - NOV16

Project Heisenberg Cloud : Services Exposed by Users of Cloud Environments

Amazon Azure Digital Ocean Google Rackspace Softlayer

Windows 1.2% 1.9% 0.3% 0.3% 4.0% 10.8%

Database 4.3% 3.6% 10.4% 2.5% 7.1% 22.4%

Mail 1.8% 1.4% 13.0% 0.4% 15.3% 34.0%

Shell 35.3% 17.7% 86.4% 74.1% 34.5% 42.7%

Web 74.2% 70.9% 80.3% 53.5% 83.1% 80.7%

22.4%

86.4% 74.1%
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Ⅱ. Challenge

※ Source : Microsoft Security Intelligence Report (SIR) Volume 22 Highlights (Jan-Mar 2017)
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Hacked Cloud Account (cont.)
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Detect

Ⅲ. Solution
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Cloud Access Security Broker Ⅲ. Solution
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Cloud Access Security Broker (cont.) Ⅲ. Solution
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Security Whitepapers CASB

Cloud Access Security Broker (cont.) Ⅲ. Solution
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Cloud Access Security Broker (cont.) Ⅲ. Solution
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Management & Alert 

Employer

Groupware Alert DashboardSIEM

Audit Log

Audit Log

Ⅲ. Solution

On-premise CASB

Employee

CASBUnmanaged

API Call

INTERNET

INTERNET

PaaS SaaSIaaS



Agenda

I. Introduction

- Definition of Cloud Computing

- Shared Responsibility Model  

II. Challenge

- Security Misconfiguration 

- Hacked Cloud Account 

III. Solution 

- Cloud Access Security Broker 

- Management & Alert  

IV. Conclusion 



Copyright © 2017 Samsung SDS All rights reserved   |  Confidential 21 23

Ⅳ. Conclusion
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