




it all happened because of

private key



Send 0.05 Bitcoin

Alice Bob



Wallet

Send 
0.05 BTC

to Bob

Bitcoin Network

Signed 
by Alice

Alice



Blockchain

Bob Received
0.05 BTC

from Alice



k
Private Key

K
Elliptic Curve Multiplication

(One-Way)

Public Key

A
Hashing Function

(One-Way)

Address



No central authority.

Alice generates key and address by herself

620-179283-842

Bank

Open
account

Blockchain

0xe8ac2b52bb224
ca9c83e558e30f9
a61e001d8aac 

Financial institutions issue accounts

Generate address

Send 0.05 
coin



Send 
0.05 BTC

to Bob

Signed 
by Alice

Signature 

required to make a transaction

Private Key 

generates the signature

Challenge is how to safely manage user’s private key



isolated environment to avoid remote attacks

Paper WalletHardware Wallet

yet remaining usability issues







Concern: the mobile environment that the blockchain technology is executed in

Send

Amount: 10 ETH

Address: 0xabcdef..

Enter 
Recovery Phrase

about apple

word life

get camel

sad abandon

ask word

ask abandon

Stealing your 

key is easy!

Hacker



Becoming more and more complicated

At least 8 characters

At least 1 small letter 

At least 1 big letter

At least 1 number

At least 1 special character 

(*, !, %...)

Password Criteria

*



• Application Integrity

• Device Integrity



Secure Storage

Keep private key safe
Secure 
Display

Security considerations when developing Samsung Blockchain Keystore

Secure
Computation

Secure
Touch





launched earlier this 
year to keep your 
private key safe

Samsung Blockchain Keystore



Samsung Blockchain Keystore SDK

Open to public on 

Samsung Developers



Android
keystore?key generator?

visible?

signatures?
storage?



a blockchain-dedicated Keystore launched earlier this year

Sign multi-
cryptocurrencies

User’s manual
confirmation

Parse blockchain
transactions



Where can I find it?

Device Settings >

Biometrics and Security >

Samsung Blockchain Keystore



(1) Key Management

Create a Wallet

Main Features



Main Features

(1) Key Management

Import a Wallet



Main Features

(2) Sign a transaction



Authentication is needed 
to confirm a transaction

Main Features

(3) Manage Authentication



Main Features

(4) Manage Settings







Rich OS Trusted OS

Secure Computation
Trusted Execution Environment



LCD 
Driver

LCD 
Driver

Frame
Buffer

Frame
Buffer

LCD Controller
& LCD Panel

No 
screen 

capture!

Trusted OS

Rich OS

Secure Display
Trusted User Interface



Touch
Driver

Touch
Driver

Touch Screen Panel

No touch 
hooking!

Trusted OS

Rich OS

Secure Touch
Trusted User Interface



encrypted and 
safely stored

Trusted OS

Secure Storage
Hardware-based encryption



2. Sign a transaction

1. Get Blockchain Address

Two main service flows of Keystore integration



1

Wallet or DApp links to the Keystore 
by requesting the user’s blockchain address 



2

User’s blockchain address is 
now linked to the wallet or DApp!



Transactions created by a wallet  that 
integrated Samsung Blockchain Keystore SDK

1



2

Transaction Details > User Confirmation > Sign



3

Wallet sends the transaction to blockchain network

Signed tx
Received

Wallet

0xf86c4085051f4d5c0083663be
094e8ac2b52bb224ca9c83e558e
30f9a61e001d8aac87038d7ea4c
68000801ca04885df148ea1b02d
6b0478dd4a48556a171521f9cd1
fbc17e67e8d0073208ac0a04fc0
863a01feaa56b05823784f7f8d5
dc37ab41ab123cb1fbf2423a582
6e27ec

Signed transaction is returned to the wallet





Benefits from integrating Samsung Blockchain Keystore

Developers

Leverage security features

Free from key management!

Key Ownership

Free from DApp dependency!

Users



Games

[Crypto Fishing]

[The Onion Knights]

[Dozer Bird]

Media Social Funding

Payment

[Linka]

[Gotchu] [Gotchu]

+ more than 100
on development



Provide service
with easy use of

blockchain

Android app

Deploy your app
in the market

Deploy

Open to public
in Samsung 

Developers Site

Download SDK

Upload your app on 
Developers Site to 

issue an API Key

Add API Key

Consume Keystore 
SDK APIs and use 
Developer Mode

Integration



Enable it with just a quick tap!

Enabled!Tap app name 

10 times



Bitcoin

Ethereum

Klaytn

Tron

 Galaxy S10 series

 Galaxy Note10 series

 Galaxy Fold

 A90 5G

US
Korea
Canada

Cryptocurrencies Devices Countries

UK
Germany
Spain
Switzerland





 More cryptocurrencies

 More devices

 More countries

 More user/developer friendly

 Greater security

Easy integration, yet stronger security for blockchain app developers

leverage SPU for hardware tamper-proof key storage



• Open to public

• Provide tech support

Samsung
Developers



• sunghyuk.lee@samsung.com

• https://developer.samsung.com/blockchain

https://developer.samsung.com/blockchain/apply-for-partnership





