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it all happened because of

private key



What is a private key?

Bob



What is a private key?

0.05BTC
to Bob

_________

Wallet Bitcoin Network



What is a private key?
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Blockchain

Received
0.05 BTC
from Alice



Blockchain address
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Who creates account ?

Financial institutions issue accounts

Bank

//\ 620-179283-842

Open
account

No central authority.

Alice generates key and address by herself

Generate address

\
Oxe8ac2b52bb224 \
ca9c83e558e30f9
a61e001d8aac

Blockchain



Private Key

Challenge is how to safely manage user’s private key

Signature

o.cs)ganTC required to make a transaction
to Bob

Signed O Private Key

by Alice 48 generates the signature



Hardware and Paper Wallet

isolated environment to avoid remote attacks

yet remaining usability issues




AGENDA
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Whatis a “Good” Wallet?




Inevitable security vulnerabilities

Concern: the mobile environment that the blockchain technology is executed in

Stealing your
key Is easy!

Hacker




Workaround to avoid hacking

Becoming more and more complicated

Please enter the code.

6-digit code

At least 8 characters
At least 1 small letter
At least 1 big letter
At least 1 number

At least 1 special character
(*, !, %...)



Security Solutions

 Application Integrity
 Device Integrity
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Then what is a “Good” wallet?

Security considerations when developing Samsung Blockchain Keystore

Secure Secure Secure Secure Storage
Computation Display Touch Keep private key safe
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Introduction to
Samsung Blockchain Keystore




2] Samsung Blockchain Keystore

launched earlier this
year to keep your
private key safe

Samsung Blockchain Keystore is a secure and
convenient place for your cryptocurrency.

Learn more about the service

ntinue, read and agree to t

Terms and Conditions and Privacy Policy.

< Samsung Blockchain Keystore

Samsung Blockchain Keystore is keeping
your cryptocrrencies safe.

Change PIN

Use fingerprint

Recovery phrase

Reset Samsung Blockchain Keystore

Notifications

Notices

How to use

Contact us

About Samsung Blockchain Keystore

I @)




Samsung Blockchain Keystore SDK

Open to public on
Samsung Developers




Android
key generator? keystore?

O SAMSUNG signatures?
Blockchain Keystore

visible? ° o

storage?




@ SAMSUNG Blockchain Keystore

a blockchain-dedicated Keystore launched earlier this year

Welcome to Samsung
Blockchain Keystore

Parse blockchain User’s manual Sign multi-
transactions confirmation cryptocurrencies




Samsung Blockchain Keystore

Biometrics and

Settings security

Where can | find it?

Device Settings >
Biometrics and Security >
Samsung Blockchain Keystore

Google Play Protect

Find My Mobile

Samsung Blockchain Keystore

Install unknown apps




Samsung Blockchain Keystore

Main Features

(1) Key Management
Create a Wallet

< Set up your wallet

Import an existing wallet

Create a new wallet

< Create wallet

Samsung Blockchain Keystore will create a
12-word recovery phrase to secure your wallet.
You can use this phrase to recover your wallet

on other devices or software.

Keep in mind:

Your wallet is stored anonymously on the
blockchain network. This means that Samsung
doesn't have access to your data.

The recovery phrase is the only way to access your
wallet, so make sure not to lose it and to keep it a
secret

If you lose your recovery phrase, it will be
impossible to access your account

If anyone else learns your recovery phrase, they'll
be able to steal the contents of your wallet.

< New recovery phrase

Anyone who has this recovery phrase will be

able to access your wallet and steal all of your
cryptocurrency. Write down the phrase and keep
it in a safe place. Storing the phrase online (email,
cloud, website, etc.) is not recommended

1. settle 2. jeans
3. horn 4. group
5. arch 6. build
7. pipe 8. total

9. flag 10. prevent

11. squeeze 12. before

SAMSUNG Secured by

Blockchain Keystore Knox




Samsung Blockchain Keystore

< Set up your wallet < Enterrecovery phrase

[ )
M a I n Fea t u res Enter 12~24 word recovery phrase from

your previous wallet

< Recovery phrase

Import an existing wallet What is recovery phrase?

(1) Key Management

Create a new wallet
| m p O rt a Wa l. l.et A recovery phrase, also known as a seed

phrase or backup phrase, allows you to recover
a wallet from the blockchain network. To
import your previous wallet into Samsung
Blockchain Keystore, you need to enter the 12 -
24 word recovery phrase that was given to you
Button when you created the wallet.

Keep in mind:

Your wallet is stored anonymously on the
blockchain network. This means that Samsung
doesn't have access to your data.

The recovery phrase is the only way to access your
wallet, so make sure not to lose it and to keep it a
secret.

® Secure mode

If you lose your recovery phrase, it will be
impossible to access your account

If anyone else learns your recovery phrase, they'll
be able to steal the contents of your wallet.




Samsung Blockchain Keystore

Main Features
(2) Sign a transaction

< Confirm transaction details

(%)

mzrJwjneuUBgDjHAPEb1bB8WpsngU

U1BYF

Amount

Fee

Total

SAMSUNG
Blockchain Keystore

Confirm

0.001 BTC

0.00001 BTC

0.00101 BTC

Secured by

Knox

< Confirm transaction details

O0xE7425EE1BC64AB7C51CE3617CB83

E76FD545F1A9

Total

SAMSUNG
Blockchain Keystore

0.001 ETH

0.1474 ETH

0.1484 ETH

Secured by

Knox




Samsung Blockchain Keystore

< Register PIN < Fingerprint Verification

Main Features —1

Set a PIN to protect your cryptocurrency keys.

(3) Manage Authentication

Authentication is needed
to confirm a transaction

Scan your fingerprint to use it to protect
your cryptocurrency keys.

) Secure mode Skip and use PIN

Verify with fingerprint




Samsung Blockchain Keystore

Main Features
(4) Manage Settings

< Samsung Blockchain Keystore

Samsung Blockchain Keystore is keeping
your cryptocrrencies safe.

Change PIN

Use fingerprint

Recovery phrase

Reset Samsung Blockchain Keystore

General

Notifications

Notices

How to use

Contact us

About Samsung Blockchain Keystore

Reset Blockchain Keystore

All Samsung Blockchain Keystore data will
be reset. After resetting Samsung Blockchain
Keystore, you'll need to set a new PIN, then you
can create a new wallet or enter your recovery
phrase to continue using your current wallet.

If your wallet contains any cryptocurrency,
make sure you have your recovery phrase in a
safe place before resetting.
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What Makes Keystore
Secure and Unique




Architecture

DApp Wallet DApp

Samsung Blockchain Keystore SDK Samsung Blockchain Keystore SDK Samsung Blockchain Keystore SDK

Samsung Blockchain Keystore

Rich Execution Environment

Request Dispatcher
! {
TA Connector

I

Setup Finger- . .
Keystore Ul Tl Setting

Trusted Execution Environment

Trusted Apps
= Generate Master Seed
= Parse and sign blockchain transactions

= Trusted User Interface for secure display and user input protection

snmsune KNOX  Hardware Root of Trust



Secure Computation

Trusted Execution Environment

ifiii Rich Execution Trusted Execution
Environment Environment

nn

Trusted Trusted Trusted
App App App

. TEE Framework
Rich OS Trusted OS Android Framework =
rusted Secure Crypto
ul Touch Library

Rich OS Trusted OS




Secure Display

Trusted User Interface

if1iil
Rich OS

i1kl
Trusted OS

Frame
Buffer

Frame
Buffer

< New recovery phrase

Anyone who has this recovery phrase will be

able to access your wallet and steal all of your
cryptocurrency. Write down the phrase and keep
it in a safe place. Storing the phrase online (email,
cloud, website, etc.) is not recommended.

LCD

Driver
1. settle 2. jeans
3. horn 4. group
5. arch 6. build
7. pipe 8. total
9. flag 10. prevent
—> 11. squeeze 12. before
Driver
sscursaty
BlockehainKeystore Knox

| wrote it down safely

LCD Controller
& LCD Panel

No
screen
capture!



Secure Touch

Trusted User Interface

< Enter recovery phrase

i1l
Rich 0S No touch
hooking!
ifini
: : Touch ® Secure mode
- : Driver alwlelclelylulilolp
IIIII kil zll xlcivibinim| @
Trusted OS

Touch Screen Panel



Secure Storage

Hardware-based encryption

L
Trusted OS encrypted and

safely stored



Secure your app with Keystore

Two main service flows of Keystore integration

1. Get Blockchain Address

2. Sign a transaction

1F7FAt5kW55W<?g7C2uth21
MazSeAweZnh




Flow 1. Get Address

DApp/Wallet

Samsung Blockchain Keystore SDK

Samsung Blockchain Keystore

Rich Execution Environment

Request Handler

Finger- ; ; TA Connector
Keystore Ul ol Notice Setting

I Trusted Execution Environment

Trusted Apps

= Generate Master Seed

= Parse and sign blockchain transactions
= Trusted User Interface for secure display and user input protection

ENJIN

DIGITAL SMART WALLET

SAMSUNG
o

~ mobile device Supports S&msung's

Blockchdin KeyStore Security.

Get hdrdwdre wdllet Security by choosing the
S&msung Wéllet option on the next screen.

Wallet or DApp links to the Keystore
by requesting the user’s blockchain address



low 1. Get Address

DApp/Wallet

< Receive ETH Samsung Blockchain Wallet

Samsung Blockchain Keystore SDK CryptoDozer
https://s10.cryptodozer.io
2 My address
Samsung Blockchain Keystore 0x427b1912b0cec8a8998725e19cceb0cfdd946 &l fstimatedtatalbalancelr

1f2 S

. ] " S
Rich Execution Environment uspQ4.49 o
Request Handler PR
C o
BTC A2 1

TA Connector

I Daily Coin Bonus
Trusted Execution Environment Guaranteed 100%

Bitcoin

Keystore Ul

ETH A1

Ethereum 0.538837 ETH

Trusted Apps
= Generate Master Seed
= Parse and sign blockchain transactions

COIN/ITEM

= Trusted User Interface for secure display and user input protection

COIN

0.0029ETH  0.0299ETH  0.2999ETH
b’ ol s \
= -
X29 X299

0.05ETH
BLVD account 1 —
BULVRD —J
X3

0.1ETH
+ Add coin or token

Wallet DApps s

User’s blockchain address is
now linked to the wallet or DApp!



Flow 2. Sign a transaction

DApp/Wallet < Send

Samsung Blockchain Keystore SDK
Address

OxE8AC2B52BB224CA9c83E558e30 2 &if
Samsung Blockchain Keystore FOAG61E00Td8AAC

Rich Execution Environment Payment information

Amount (Available balance: 0.538837 ETH)

Request Handler

0.001 ETH Max

$ Default account information

TA Connector
Keystore Ul

I

0x427b1912b0cec8a8998725¢19cceb  0.538837 ETH
0cfdd9461f2 $92.14

Trusted Execution Environment Fee(Estimated) ?

Amount 0.0029 ETH

Faster 0.000462 ETH $0.5
$0.08 Fee(Estimated)

Trusted Apps
= Generate Master Seed
= Parse and sign blockchain transactions

» Trusted User Interface for secure display and user input protection

(] Normal 0.000316 ETH Faster 0.060092 ETH

$0.06 ]

Slower 0.000218 ETH 0.044914 ETH

$0.04

0.001316 ETH ‘ © 0.034000 ETH

0.047813 ETH

$8.18

Transactions created by a wallet that
integrated Samsung Blockchain Keystore SDK



Flow 2. Sign a transaction

DApp/Wallet

Samsung Blockchain Keystore SDK

< Confirm transaction details
Samsung Blockchain Keystore

< Enter PIN
Rich Execution Environment

Request Handler

~
W
Keystore Ul

Make sure the details below are correct
TA Connector

before confirming this transaction

Confirm your PIN.
Recipient address

Trusted Apps

= Generate Master Seed

= Parse and sign blockchain transactions

= Trusted User Interface for secure display and user input protection

OxE7425EE1BC64AB7C51CE3617CB83
Trusted Execution Environment E76FD545F1A9

0.001 ETH
Fee 0.1474 ETH

Gas price 0.000000022 ETH
Gas limit

6700000

Total

&) Secure mode
0.1484 ETH

SAMSUNG

Secured by 2
Blockchain Keystore Knox

Confirm

Transaction Details > User Confirmation > Sign



Flow 2. Sign a transaction

DApp/Wallet

Samsung Blockchain Keystore SDK

Samsung Blockchain Keystore 3

Rich Execution Environment

Request Handler

Trusted Execution Environment

Trusted Apps

3
TA Connector
= Generate Master Seed

= Parse and sign blockchain transactions
= Trusted User Interface for secure display and user input protection

Wallet

oxf86c4085051f4d5c0083663be
094e8ac2b52bb224ca9c83e558e
30f9a61e001d8aac87038d7eadc
68000801cav4885df148ealbo2d
6b0478dd4a48556a171521f9cd1
fbcl7e67e8d0073208ac0av4fco
863a01feaa56b05823784f718d5
dc37ab41ab123cb1fbf2423a582
6e27ec

Signed transaction is returned to the wallet
Wallet sends the transaction to blockchain network

< Transaction details

Speed up

0x2802...6492f6

From

0x427b1912b0cec8a8998725e19cceb0cfdd9461f2

Oxe8ac2b52bb224ca9c83e558e30f9a61e001d8aac

Amount 0.001 ETH

$0.18

Fee(Estimated) 0.000218 ETH

$0.04

More info

Total 0.001218 ETH

(Estimated) $0.21
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Samsung Blockchain
Keystore SDK




Why Keystore SDK?

Benefits from integrating Samsung Blockchain Keystore

Developers

-

\_

~

Leverage security features
Free from key management!

/

Users

/

.

Key Ownership

\

Free from DApp dependency!

>
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Mobile Apps with Keystore SDK
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+ more than 100
on development



Quick and Simple Integration Steps

€ O

Android app Download SDK Integration Add API Key Deploy
Provide service Open to public Consume Keystore Upload your app on Deploy your app
with easy use of in Samsung SDK APIs and use Developers Site to in the market

blockchain Developers Site Developer Mode issue an API Key



Developer Mode

Enable it with just a quick tap!

< Samsung Blockchain Keystore

Samsung Blockchain Keystore is keeping

your cryptocrrencies safe. Sa m S U n g Sa m S U n g
Change PIN Blockchain Blockchain
Use fingerprint KeyStO re KeyStO re

Recovery phrase

Reset Samsung Blockchain Keystore

Tap app hame

Enabled!
Notifications 1 0 ti mES

Notices
How to use
Contact us
Terms and Conditions Terms and Conditions
About Samsung Blockchain Keystore Open source license Open source license

] @] <




Keystore currently supports.-

Bitcoin
A

2 Klaytn

V Tron

¢ Ethereum

Devices Countries
= Galaxy S10 series US UK
= Galaxy Note10 series Korea Germany

Galaxy Fold
A90 5G

Canada  Spain
Switzerland
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What’s Next




What's Next?

Easy integration, yet stronger security for blockchain app developers

v More cryptocurrencies R
v More devices

v More countries

v’ More user/developer friendly C

v’ Greater security C

leverage SPU for hardware tamper-proof key storage



Community Events

[ ]
Find out more! e
® _ SmartThing Services & APls Jevices v Program Blog f Yy B0 in

. Services & APls * Samsung Blockchain SDK > Keystore » Keystore SDK
Samsung Blockchain SDK SIER ! e

Platform v

>

Samsung Blockchain Keystore SDK

Understanding Keystore  w

Keystore SDK

) Essential Contents
Essential Contents
Samsung Blockchain Keystore SDK Version:1.20 | 0ct29,2019

Qverview *
ot i s API Reference (JavaDoc) 2 Release Note 5
Programming Guide
Developers o ’
Restrictions
Cryptocurrency
Specification
o Overview
Programming Guide v
Release Note Samsung Blockchain Keystore SDK allows your Android app DApp, to communicate directly with Samsung Blockchain

Keystore, a preloaded feature on selected Galaxy devices. By integrating Samsung Blockchain Keystore SDK into your
Request for APl Key

[
Y O e n to u b l I C Android app, you can leverage the following:
Apply for Partnership

* Get Blockchain address to link to the Samsung Blockchain Keystore
° Developers can link user's Blockchain address like 3 user's account. With the address returned from Samsung
[ ] P rov I d e te C h S u 0 rt Blockchain Keystore, developers can check and show users how much cryptecurrency balance is in the account as well
p p asview the transaction history. Samsung Blockchain Keystore supports BIP-39 compatible HD (Hierarchical
Deterministic) Wallet - 2 standard tree structure, represented by derivation paths. Developers can use Samsung
Blockchain Keystare APl to enter an HD Path. Samsung Blockchain Keystore will derive the address from the public




* sunghyuk.lee@samsung.com
* https://developer.samsung.com/blockchain



https://developer.samsung.com/blockchain/apply-for-partnership

Thank You
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