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Who am I?

& Staff Engineer at Cloud TEAM, Samsung Electronics (Cloud Ops, S-SRE3 Part)

Seon Hak Kim
U8t / seonhak.kim@samsung.com
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A brief history of my footprint

Development
Galaxy Store Managed bare metal cloud

Backend server
Private Cloud Tech Review

IOT ECO SaaS
Establishment of Cloud_Ops Group Cloud Vendor DD RCS ECO
in IT & Mobile Communications Division
Galaxy Store ——
Samsung Cloud
Pharos for Joyent —
SmartThings C——
Automation Studio —
MARINA ]
2010 2012 2013 2014 2016 2017 2018 2020

2 /24



Samsung RCS Eco System

Introduction

The key elements
Developer Portal, Workspace

Discovery
High Level Architecture
High Level Service Diagram
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Samsung RCS Introduction

® Samsungis committed to Rich Communication Services (RCS) and is a market leader in
its technical implementation of the entire RCS infrastructure.
As such, we are poised to be the market leader in RCS providers worldwide.

® Samsung, with its market share of devices as well as relationships with Mobile Network Operators
(MNOs) around the globe, is prepared to provide you access to your customers through
RCS Chatbot, available as part of Samsung RCS Messaging as a Platform (MaaP).
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Samsung RCS key elements

® Elements

* 1:1 Message

* Read Sign

* Typing Sign
* Emoticon

« Sticker

* Image Transfer
* Group Chat

« Chatbot

* File Transfer

* Receiver Status
* Voice Message

* Location

\_
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Group Chat Chatbot File Transfer Receiver

Status
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RCS MaaP
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Sticker Image
Transfer
Voice Location
Message
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Samsung RCS Chatbot Discovery

Focus Native Message App conversation contacts chatbot
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Samsung RCS Chatbot Developer Tools

@ ® < £l ] a
® Portal ¥
 Tech Doc
* Support
 Events
* News

Enrich, Engage and Extend

Build conversational commerce with Samsung RCS. RCS provides redefined messaging
to help you enrich customer engagement and extendyour worldwide.

Introduce Build Ask
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Samsung RCS Chatbot Developer Tools

® \\Vorkspace

* Emulator

« Builder

* Onboarding
« Setting

* Publish

SAMSUNG
RCS Workspace

((Devetop )

RPATest_20191022.

Actions

Chatbot configure
Custom actions

| Actions Membership Card Menu

Entities
Intents
Settings

Default actions

© A

Welcome Fallback
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Develop Support 0 (R)

Test chatbot OO Debug

Order

b Order

Show Menu

Y

Farewell

Caffé Americano

priceis: $4.0 priceis: !
Order Grande

Nedar Tall

l: Change to Caffe Latte /\

Enter a message to chat ﬁ




High Level Architecture 1.0

Web Connect Applications

® Production

mircro service
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« Cache / RDBMS o -0
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& /
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High Level Service Diagram

® Production

6 Logical Layers
8 Micro Service Units
5 External Back-ends

Web Layer

web server

Connection Layer

APl Gateway

Service Discovery

Management Layer

Logging

IManitoring

Bastion

cich

Application Layer (Micro Service Unit)

Data Layer

Auth/Login

Service Data

User Chabot
Buider Emulator
Satistics Settings
- MNotification
Admin

Session Cache

Relation Service

Samsung Account

ML Engine

SFDC
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Requirements form a SRE

Key Qualifications
SLO/SLIs

Centralized Logging
VAELT Dashboard
Escalation policy for SLO
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Key Qualifications

® You will champion our SLOs and continuously improve them

® You will participate in an on-call rotation to help maintain the availability of our service so that users
always have access to their data

® You will act as a subject-matter expert for critical infrastructure and provide mentorship for the
department in those areas

® You have deployed Kubernetes and cloud-native infrastructure and worked with product teams to
launch and run microservices in production
Fully experienced in all aspects of CI/CD
Proficient with various programming languages such as Python/Java/Ruby/Perl/Go for building
automation or integration with APIs

® You have 5 or more years of experience running a large-scale, online web services
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SLO / SLI

® S| O: aservice level objective
1. atarget value or range of values for a service level that is measured by an SLI

2. A natural structure for SLOs is thus SLI < target, or lower bound < SLI < upper bound

® SLI|: servicelevel indicators

1. a carefully defined quantitative measure of some aspect of the level of service that is

provided

2. directly measures a service level of interest, but sometimes only a proxy is available because

the desired measure may be hard to obtain or interpret
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Centralized Logging

RCS Chatbot Workspace
| Deployment
_ = SRE Jobs node exporter
Components & Services S —
D
o Y
= ©
D S Cloud controller
m § Public cloud exporters
3
Chatbot Director =
»
Prometheus
http T PromQL
qgueries
Nginx http
> rafana » Alert Manager
(fOF ssl/auth) G 9 Prometheus
Deployment
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5_developer.samaung comy

5.developer.samsung com

lerre o v frmee e - N

0K

=.developer.samsung.com, 0K

. VO I u m e =.developer.sameung.com, netification/actuator/health oK
ntemal-ces-psu2-sre-alb-166204194 ap-northes elb.amazonaws uator/health oK

. agn nternal-ces-psuZ-sre-alb-166204194 ap-northea Ib.amazonaws ¢ uator/health oK

. Ava I I a b I I Ity ntemnal-ces-pasu2-sre-alb-166204194 ap-northea Ib_amazonar 7 oK
ca.developer samsung com = ctuator/health oK

. L a t e n Cy s.developer.samsung com, - factuator/health oK
e

VOLUME - Load Bala Traffic

. E r ro rS p Sum of ELB Request Count per a minute i Sum of Request Counts per a minute

® Tickets

11:00 2 13:00 14:00

pauZ-amulator-alb -peu-front-alh — ces-pau?-moueve-nib

2

for SLIs/SLOs management . sraconsesty Ol N

2019-06-06 15004

“Failure is normal and reliability is ——

2019-06-04 1500

fundamental” R
2019-06-02 15:00:00 - 99K - z L = = 3
-alb —ces-psuZ-emulatoralb — cespsu?-front-alb — cespauZ-moueve-nlb

» AVAILABILITY - Endpoint Status

DWS Availability DWS URLs Availability

100.0000%

Web Page Status

) 99.9995%

DW5S PRD Main up

builder up 90.9990%

Chatbot up
99.9985%

Emulator up o 1030 14:00 14:30

stance="https_//rca.developer samsung com/wo

Notification up
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Escalation policy For SLO

® |t's structured as a series of thresholds that, when crossed, trigger the

redirection of more engineering effort towards addressing an SLO violation

Alerting

\ 4

Alert Rules

A

Alert Manager

IS5 Grafana -

[DWS-API] Opportunity Budget / SLO Status

0 Breached
0 Breached
14.100000000000001 OK

0 Breached
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9 Prometheus

¥ slack

. systemopsbot APP 7.23 AM
L

& system-ops ~ Q

PRD APP 7:23 AM

[Alerting] [User] DWS API Response
Time alert
{module="User_devportal_myinfo"}
1.7095753749508

Y5 Grafanavé.1.6 | Jun 7th at 7:24 AM

PRD APP 7:25 AM

[OK] [User] DWS APl Response
Time alert
Y3 Grafanav6.1.6 | Jun 7th at 7:26 AM

. systemopsbot APP 7.5 AM




Implements DevOps

Tools / Assets

Extreme Automation
QA
Escalation policy for SLO
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SRE Implements DevOps

® High Level Architecture 2.0 - Tools

K8s Cluster & Management DevOps Logging & Monitoring
Infra as Code Build & Image K8s Logging
TLS Management Image Repository Application Logging
Cluster Management Cl/CD K8s & App. Monitoring

W @kops

Terraform
Let’s H
-l_ Encrypt
Routeb3
YCLOAK

'%\, -

Cert-Manager

“““““‘\
RANCHER

concourse ci

GitLab

5

Kubernetes Dashboard

-Q-Prometheus
A
L =wk
Grafana Stack
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SRE Implements DevOps

® High Level Architecture 2.0 - Assets

1 - —————— —— = ——— <o
Terrafgrm | | .@. Terra]orm
:K8 Cluster Installation| | A L kubernftes |
s Cluster Installation| N> " QA A
'y . |
ey S B B G .
| RANCHER N
: Cert-Manager 3
[ A |

|
|
ConcourseCl HARBOR ~ AWSECR |

| \ -3 --------ZZZ__
! 1
| ! Build & Deploy
. K8s Cluster Import & Malhagement
! 1
VPC& K8s Cluster Installation : 1
e T T T mm—— I
' |
T OO ORpR U B L e e e e e e
i 1 !
Service Clusters | |
1 1 |
1 1
1
: EU-East-1; Dev/Stg/Prod
| kops kops————————"————=—————~
1 3 —
! g ‘r | |
1 Chatbot Forratorm Chatbot Tefrqform : Chatbot |
Workspace Workspace | | Workspace :
|
|




QA Ops

® SDS Brity Works (RPA ‘ e

] CHATBOT.. %

MOBILE_CL1_PROJECT_20190723
[N -1

. Script
[ ] I I LTS
I [this. mSetChk = this.mVaiChk && this mSynChk
GL1_CHATBOT_PROCESS
EZ
CHATBOT_PA_Task
[ R I I n tWI ( :e E i d E 1 CHATBOT Delete_Task
CHATBOT_RCSPALogon_Task
GHATBOT_Requestvertification_
. . . O R Saved successfully IsExist
o | I ICl u d e d I I I tl Ie p I p e | I I Ie cATRaT Akt Emet T R
CHATBOT_ActionText_Task IsExist
e Description
CHATBOT_ActionWeicome_Emt
GHATBOT_ActionWeicome_Tes!
* Covers about 600 test cases
CHATBOT_Entities_Task
CHATBOT_RCSPDLogon_Task
20|£32| 2 =
He 2019-07-29 17:31:49,139 INK
Load Project: MOBILE_CL1 PROJECT_20190723
QRootDir T T T S s T e €7 C2\Users\SDS\DeskEop\ temp\MOBILE_CLL_PROJECT_20150723\MOBILE_CL1_PRO]
gTemplateDir Global gRootDir+Templatel’ Global fgzigZDZZS:7Z:;:';Sé"£’)‘§;S .
gResUrl "hitps://s-rcs developer.samsung. comiworkspace' Global
Forezen gResld Global
e gehatbotName Global
[ J ;etl I p 1 ;O I q eSt I I | A F | S BeRy gResultDir Global. gRootDir+ Resulf Global
Assign

aResultFile Global

DataConverter gSheetNm Global

ExecuteScript

* Included in the pipeline

Break
2% 609
2019-07-29
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Automation

® (Clear & Extreme Pipeline

main

Cws—concourse

[t

Eit—frone

Eir—confiz

mitconfic—Files

succeeded
errored
aborted
paused
pinned
failed
pending
started
dependency

dependency (trigger)

cws—dev-seoul-auto

=lack mlere

i t—builder

mit-—chatbar

Eit-staristics

Eit-morificarien

cws—dev-install

harbor—user

slack alere

LR N ——
=lack alere

kB prome theus

slack alere

harbor —Builder

el
slack alere
harbor —chatbor

Rm————

slock-alert

harbor—scttine

PR
=lack alere

harbor—esulazar

slock-alers

harbor-statiseics

slock-alers
harbor-notification
harbor—confiz

harbor—curcks

cws—docker

cws—infra

cmz—harbor =lock-alert

=lock-alert

=lock-alert

Cms— =1k —harbar

=lack_=lere
=lack-sler:
o imsemlloseoslocws—elk

=lack-sler:

=lack-aler:

=lack-aler:

= oo the s —hor bor

=lack-alert




Challenge SLO

® measuring point

516 - ((count_over_time(probe_success{job="blackbox_api", module="module API"}[1y]) -
sum_over_time(probe_success{job="blackbox_api", module="module API"}[1y]))*5)

sum(probe_duration_seconds{job="blackbox_api", module="module API"}) by (instance) *
1000SLOs / error budget:API

® Smaller than current SLlIs

* Latency
 FError-rate
* Fallback-rate
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Proof

lim SRE(c) = SRE(f) = 100%

cof

* The strongest man in the universe
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Demo




Demo A|LIZ2|2

PostgreSQL DB A& /4= 216l Pipeline &t2[(Concourse), 212} M (Terraform),
S/WAX|(Ansible)ES &&

Q2140 Pp @ 223cud p @ AzEtad  p @ s/W AKX P O zz 14 zol

Pipelines &9l A VM VM Al Z5 SwWAX|
il ¥ LIE{2l =2lo]|
(Concourse) 3oL (Terraform) (Ansible) SLIEE 2
- It 4 - Terraform ZE 7} » Terraform Plan/Apply » Ansible 35 SWAX| * PostgreSQL 4EA
* S/W 2X| - pg-03, pg-04 - pg-03, pg-04 VM 44 - Monitoring, Alert - pg-03, pg-04 =7}
* Ansible role 7}

- master/slave

BPLEZ =20l Slack &tol PostgreSQLEA|
(Grafana) (Ansible)
* PostgreSQL 2EA - Ansible pg-03,pg-04 AdX|

- pg-01, pg-02
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